a2l (V) i, daalall Gl i) A4S dae

Information Hiding Using Chain Code Technique
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Abstract
In world where privacy is aright, many people try to find a way
to hide information especially when it comes to sensitive documents
and files. Steganography is a technique of hiding information, which
could be defined as the art and science of communicating which hides
the existence of communication. The proposed system use chain code
to hide the information where first generate a chain code and store it
in the image then store the embedded text in the image according to
the generated chain code. The main goal of Steganography was
fulfilled since the resulted image did not drown any suspicion.

1- Steganoqgraphy

1-1 Deéfinition
The word steganography literally means covered writing as
derived from Greek. It includes as vast array of methods of secret
communications that conceal the very existence of message. Among
these methods are invisible inks, microdots, character arrangement
(other than the cryptographic methods of permutation and
substitution), digital signatures, covert channels and spread-spectrum

communications [1].
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Stegaongraphy is the art and science of communicating in a
way which hides the existence of the communication. In contrast to
cryptography, where the enemy is allowed to detect, intercept and
modify messages without being able to violate certain security
premises guaranteed by a cryptosystem, the goal of steganography is
to hide messages inside other harmless messages in a way that does
not allow any enemy to even detect that there is a second secret
messages present[2].

1-2 Introduction
Steganography is one of the oldest arts that people were eager
to have since they started communication with each other.

Two areas of research which are generally referred to as
“information hiding”, steganography and watermarking as shown in

figure (1).

Steganography isthe art of hiding information in ways that prevent
the detecting of hiding information messages. Digital steganogrphy

or information hiding, schemes can be characterized by utilizing the
theories of communication . The parameters of information hiding
such as the amount of data bits that can be hidden, the perceptibility of
the message, and its Robustness to removal can be related to
characteristics of communication system, capacity, signal to noise
ratio (SNR), and jamming margin.

The notion of capacity in data hiding indicates the total number
of bits hidden and successfully recovered by the steganography. The
SNR serves as ameasure of detect ability.

Data Hiding
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Figure (1) data hiding classification

Recent advances in computing power and recent interest in
privacy has led to development of techniques to hide messagesin
otherwise innocuous computer files such as digital pictures and
digitized audio. Using steganography someone who knows about a
secret message and no one else will even know that the message is
there.

1-3 Use of steganogrphy

Steganogrphy can be used anytime you want to hide data.
There are many reasons to hide data but they all boil down to the
desire to prevent unauthorized persons from becoming aware of
existence of message. In the business world steganogrphy can be used
to hide a secret chemical formula or plans for a new invention.
Steganography can aso be used for corporate espionage by sending
out trade secrete without anyone at the company being any the wiser.
Steganography can also be used in the non-commercial sector to hide
information that someone wants to keep private. Spies have used it
since the time to pass messages undetected . The healthcare industry
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and especialy medical imaging systems may befit from information
hiding techniques the use standard such as DICOM (digital imaging
and communication in medicine) which separates image data from
caption, such as the name of picture islost, thus embedding the name
of the patient in the image could be useful safety measure [3].

2-Chain code
Chain code introduced by Freeman in 1961 that is known as Freeman
Chain Code (FCC) [4]. This code follows the contour in counter
clockwise manner and keeps track of the directions as we go from one
contour pixel to the next. The codes involve 4-connected and 8-
connected paths. Figure 2(a) shows 4-connected and Figure 2(b)
shows 8-connected of FCC

In the 8-connected FCC each code can be considered as the
angular direction in multiple of 45 that we must move to go from on
contour pixel to the next. A code scheme must satisfy three objectives

1- Faithfully preserve the information of interest
2- It permits compact storage and convenient for display
3- It facilitates any required processing.

(a) (b)

Figure (2) Neighbor Direction of Fcc

To represent the 4-connected and 8-connected we need (2)and(3)
bits respectively[5]. The code for 4- connected is as follows
00,01,10,21 for 0,1,23 and the code for 8-connected is
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000,001,010,011,100,101,110,111 for 0,1,2,3,4,5,6,7 respectively.
The following examples illustrate the 4-connected and 8-connected,
consider the code 01,01,00,00,11,00

\

Starting point

The snhadow cell represents the path in which we follow. To illustrate
the 8-connected consider the code 001,000,111,110,000

\

Starting point

In the 8-connected we can move to the 8-neighbor pixel.

3- The Proposed system




a2l (D) i daalall Gl i) A4S dae

In the new proposed system the first pixel in the image specify
the location of starting point to begin with it, The second pixel contain
the length of secret message where each character need 8 bits for
representation. We divided the image into two section the first half
contain the chain code which represent the map of secret message and
the second half include the secret message which the sender pass. For
example consider the embedded text is as follow Computer.

The ASCII code will be as shown
Char |C 0 m P U t e r
ASCII | 67 1112 | 109 (112 |117 (116 |101 |114

Thefirst character from embedded text, which is “C” has ASCII
value of 67 which can be represented in binary as 01000011 and so as
for dl charactersin the embedded text.

01000011
First Pixd
10008 £ ¥ 00110011%% 1110010034
R G B
Before embedding
10001010 00110000 11100111

After embedding

To represent the embedded text suppose the chain code will be stored
asfollows

000,001,010,000,000,111,101,111
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Starting point

Where the shadow cell of the path of the embedded text staring from
specific point and using 8-connected chain code.

Algorithm 1: thisalgorithm for hiding the text in theimage
stepl: wefind thelength of the embedded text
Step2: select the cover image

Step3: put the starting point and length of chain code in the first
two pixe

Step4: generate the chain code such that satisfy the following
conditions

A- It do not exceed theimage
B- Do not return to any point two times
Step5 : convert the embedded text to ASCII code

Step6 : put the chain code generated in step4 in the beginning of
Image starting from third pixel

Step7 : Put the ASCII of the embedded text in the image
according to the generated chain code starting from start
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4-Extracting the Embedded T ext

Extracting the text is done by using the position and length of
embedded text stored in thefirst two  pixel and the chain code that
was stored in the beginning of image.

Algorithm 2: Extracting text

Step 1: get the start point and length of chain code from the first two
pixels.

Step 2 :read the chain code starting from third pixel until reach the
end of chain code.

Step 3 : go to the start point in the image.

Step 4 : extract the embedded text in the image by following the
chain code

Step 5 : go to step 7 when chain code ended
Step 6 : read the new chain code go to step 4
Step 7 :end of extraction

5-Experimental Result

The result of the proposed system has been illustrated in the
following example

Example:

The embedded text size is 178 character including space as shown
in the following box.

Theword steganography literally means covered writing asderived
from Greek. It includesasvast array of methods of secret
communications that conceal the very existence of message.

Figure (3) shows the cover image before adding the embedded
text.
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Figure(3) the cover image
Figure number (4) illustrates the cover after adding the text in it
using 4- connected chain code
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Figure(5) Image after embedding text using 8-connected chain
code

6-Conclustions

1-The proposed system is proved to be a good system to hide text in
Image.

2- The use of 8-connected chain code gives more flexibility than 4-
connected chain code because the move can be donein eight
directions rather than 4 directions

3- 4 and 8 connected chain codes gave same results for embedded
text because the two method take (3) bits from red, (3) bitsfrom
green and (2) bits from blue

4- 4-connected chain code take less bits than 8-connected chain code
when store chain code in the image because the 4-connected chain
code need only (2) bits when 8-connected chain code need (3)
bits.

5- thereisadifficulty of implementation because we need to generate
chain code and to store embedded text and then extract the
embedded text
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6- However the difficulty of implementation but it can not be
detected since the embedded text was not in adjacent sequence of
pixels as more methods that used in information hiding
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