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ABSTRACT 

A key agreement protocol is a key establishment technique which enables two or 
more communicating parities to agree on a key or exchange information over an open 
communication channel. Due to the complicated mathematical structure and 
deterministic nature of the fractal functions that meet the cryptographic requirements, 
and taking the security threats and privacy issues into consideration, a new key 
agreement protocol based on Iterated Function Systems (IFS) is proposed to provide 
techniques and tools that may be useful for developing cryptographic protocols. The 
proposed protocol is a generalization of the Diffie Hellman (DH) protocol. It is 
designed to overcome some of the drawbacks of several previously proposed key 
agreement protocols. The experimental results and security analysis shows that the 
proposed scheme provides an essential security requirement, where their efficiency 
makes it easier to be applied alone or hybrid   with other security methods. 

 
Keywords: Key Agreement, Iterated Function System (IFS); Attractor; Hutchinson    
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  بالاعتماد على الكسیریات المحسن بروتوكول الاتفاق على المفتاح
  

  الخلاصة
تتواص ل فیم ا  ط رفین او اكث ربموجبھ ھ بروتوكول الاتفاق على مفتاح ھو بروتوكول یمكن ان یتف ق  
. او ان یتب ادلوا المعلوم ات م ن خ لال قن وات الاتص ال المفتوح ةمش ترك،   س ري مفت احتولی د عل ى  بینھ ا

وك ذلك  ،والتي تتوافق م ع متطلب ات انظم ة التش فیر ریاتوالطبیعة الریاضیة المعقدة للكس یكلیةوبسبب الھ
الاخذ بالاعتبار التھدیدات الامنیة وت وفیر الخصوص یة، قمن ا ب اقتراح بروتوك ول اتف اق عل ى مفت اح جدی د 

وادوات جدیدة قد تكون  ، وذلك لتوفیر تقنیاتیعتمد على انظمة الدوال المتكررة التي تولد الكیان الكسیري
وق د   DHالبروتوك ول المقت رح ھ و تعم یم لبروتوك ول دیف ي ھلم ان . مفیدة لتط ور بروتوك ولات التش فیر

لقد اثبتت النتائج العملیة  . صمم للتغلب على بعض العوائق الموجودة في العدید من البروتوكولات السابقة
الاساس  یة وھ  و كف  وء ال  ى الدرج  ة الت  ي تجعل  ھ س  ھل  وتحلی  ل الامنی  ة ان النظ  ام المقت  رح ی  وفر المتطلب  ات

  . امنیة اخرى الاستخدام كمفتاح متفق علیة، او ان یتم تھجینھ مع انظمة
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          INTRODUCTION  
n network system through insecure channel, there is always needed to establish 
secure shared key to be used in information transmission. Diffie and Hellman [1] 
are the first who introduce a key agreement protocol. It is used to drive a shared 

secret by two or more parties as a function of information contributed by or associated 
with each of these, but no party can predetermine the result value. A secure key 
agreement protocol can help communication parities to establish a shared secure secret 
session key to be used for subsequent communications. Therefore, one of the important 
goals in information security is how to build a secure key agreement protocol.  

Over the past decades, cryptography based on chaos and fractal theory has 
developed fast. Fractal function was proven as NP hard problem, which means it 
cannot be solved in a practical amount of time. An IFS provides a convenient 
framework for the description, classification and communication of fractal. Fractal 
functions have the potential of creating new ways of securing important information to 
be transmitted or stored. Some of the proposals for incorporating the fractal functions 
into the design of symmetric and asymmetric encryption schemes using fractal 
mechanism are as in [2-7]. Many chaotic based symmetric and asymmetric schemes 
have been proposed also, as in [8-12]. 

Recently, fractal and chaos functions have also been used to establish key 
agreement protocols, some of the proposed protocols in this direction are as [13, 14], 
also, Xiao et al. [15] in 2007, proposed an original key agreement protocol based on 
chebychev maps, whereas, in 2008, Yoon and Yoo [16], proposed a new key-
agreement protocol based on chaotic maps that could reduce the number of 
communication rounds. The aforementioned proposals have some security drawbacks. 
Therefore, in order to enhance the security, and overcomes these drawbacks, a new key 
agreement protocol based on Iterated Function Systems (IFS) works like DH algorithm 
that is developed in this paper to provide techniques and tools that may be useful for 
developing cryptographic protocols.  

This paper is organized as follows. In Section 2, a description of some preliminaries 
of fractal and major concepts of IFS are presented. In Section 3, the fractal method and 
its application to key agreement protocol are briefly discussed. The software 
implementation with experimental results is given in Section 4.  Section 5 is devoted to 
discuss the security and performance analysis of the proposed protocol. Finally, the 
paper is concluded in Section 6. 

 
PRELIMINARIES  

Fractal theory is a new discipline that offers a new method to research the self-
similarity objects and irregular phenomena. It is an active branch of nonlinear science 
starting from the 1970s that have proven to be suitable in many fields and particularly 
interesting in various applications. Some phenomena which cannot be explained with 
Euclidean geometry could be interpreted with fractal geometry. Fractal theory and its 
methodology provided people with a new view and new ideas to know the world and 
made our way of thinking enter into the nonlinear stage.  First important advances are 
due to M. F. Barnsley [17] who introduced, for the first time, the term “Iterated 
Function Systems (IFS)” based on the self-similarity of fractal sets. The self-similarity 
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is regarded as a measure of complexity of an image; it is a fundamental characteristic of 
a fractal used to create them. Regarding to Barnsley, many objects can be closely 
approximated by self-similarity objects that are generated by using IFS transformations.  
Iterated Function System  
The term Iterated Function System or IFS was coined in [18] by Barnsley & Demko to 
describe a general framework of dynamics.  It has been used to define fractals and 
consist of a number of functions w1, w2,…wn. These functions comprise what is known 
as IFS. Since the w’s only involve a rotation, a translation, and a scaling, this IFS 
consists of affine transformations. These transformations when iterates within the IFS 
can generate complicated fractal images or attractor. This will hold true as long as the 
mappings in the IFS are all contractive. A more detailed theory and definitions of the 
aforementioned topics are as in [17-22], and as follows. 
Definition 1. For any two metric spaces (X,dX) and (Y,dY), a transformation w:X→Y is 
said to be a contraction if and only if there exists a real number s, 0≤s≤1, such that 
dY(w(xi),w(xj))< sdX(xi,xj), for any xi,xj ∈X, where s is the contractivity factor for w. 
Theorem 1. (Fundamental Theorem of IFS) 
 For any IFS w= {wi},i=1,…N there exists a unique non-empty compact set A∈Rn, the 
invariant attractor of the IFS, such that A=w(A). 
Theorem 2. (Contraction Mapping Theorem)  
Let w: X→X be a contraction on a complete metric space (X,d). Then, there exists a 
unique point xf ∈X such that w (xf) =xf. Furthermore, for any x∈X, we have   
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Definition 2. Any affine transformation w:R2→R2 of the plane has the form, 
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Where (u,v), (x,y)∈ R2,  are any points on a plane. 
 
Definition 3. By considering a metric space (X,d) and a finite set of contractive 
transformation wn:X→X, 1≤n≤N, with respective contractivity factors sn, we proceed to 
define a transformation W: H(X)→ H(X), where H(X) is the collection of nonempty, 
compact subsets of X, by, 
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for any  B∈H(X)                         
It is easily shown that W is a contraction, with contractivity factor s=max 1≤n≤N sn. The 
mapping W is usually referred to as Hutchinson operator. It follows from the 
contraction mapping theorem that, if (X,d) is complete, W has a unique fixed point 
A∈H(X), satisfying the remarkable self-covering condition. 
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Diffe Hillman Key agreement Protocol 

The Diffie-Hellman key agreement protocol was developed by Diffie and Hellman 
[1] in 1976 and published in the ground-breaking paper "New Directions in 
Cryptography".  Their method allows two parties that have no prior knowledge of each 
other to jointly establish a shared secret key over an insecure communications channel. 
This key can then be used to encrypt subsequent communications. It also provides the 
basis for a variety of authenticated protocols [23]. 

The simplest, and original, implementation of the protocol uses the multiplicative 
group of integers modulo p,where p is prime and g is primitive root mod p. The 
algorithm is clarified as in Table (1). 

 
FRACTAL KEY AGREEMENT PROTOCOL 

Proposing key agreement algorithms not based on a traditional number theoretical 
problem is a challenging area of research in information security. A new key 
agreement protocol based on fractal generating using IFS is proposed in this section to 
agree on a session key and to ensure the authenticity of the other party. This method is 
based on choosing a known fractal set, and upon solving their recursive affine 
transformation functions, it is used as a primitive root to generate the public key. 
Fractals can be generated by the iteration of one or more affine transformations. In the 
proposed protocol, the sender and receiver must be agreed on the fractal that used in 
key establishment. 
A. The Proposed Method 

Consider an IFS consisting of the maps,  
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To generate fractal attractor, the Hutchinson operator is constructed based on a 

given affine transformation. To explain this method, fractal generated using IFS of four 
affine transformations (w1, w2, w3, w4) are used, where the generalized case can be 
easily followed. To ensure that the chosen set of transformation satisfy the semi-group 
property, it should be chosen as in the following general form. 
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A dummy coordinate Z with value 1 is added to represent the translation in the 

affine transformation, and the 2-dimensional matrix (6) are extended to (3 by 3) matrix 
as in (7).  
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The Hutchinson operator W=w4w3w2w1, is calculated   and then arrange the coefficient 
as follows: 
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where                                  … (8)   

         

 
A= a4a3a2a1,   A≠1. 
B=b4b3b2b1,    B≠1, 
C=a4a3a2c1+a4a3c2+a4c3+c4.                                                                      … (9) 
D=b4b3b2d1+b4b3d2+b4d3+d4. 

 
To generate the attractor that should be used in establishing the session key, W is 

iterates to find  Wn for large n. 
 

Example 1: 
The IFS transformations used in this example are as follows: 

  









+
















=









+
















=









+
















=









+
















=

0
5.0

5.00
05.0

),(

25.0
25.0

5.00
05.0

),(

25.0
25.0

5.00
05.0

),(

 
0
0

5.00
05.0

),(

1

1

2

1

y
x

yxw

y
x

yxw

y
x

yxw

y
x

yxw

                                                   … (10)  

 
 The Hutchinson operator W is calculated using Equations (9) to obtain the 
following matrix: 
 

.
1      0       0
1875.00625.0    0
6875.0    00625.0
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W                                                                     … (11) 

 
Fractal attractor of this affine transformation function is illustrated in Figure (1), it 

is a known fractal example called Sierpinski Triangle. 
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Figure (1) Sierpinski triangle as fractal attractor for the given IFS in (10). 
 

B. The proposed protocol 
The protocol involved two parties say Alice and Bob. Both of them must generate 

their public keys based on their selected private keys. The Hutchinson matrix W must 
be agreed on and published before performing the agreement protocol, in order to be 
used as a primitive element in the algorithm. If we suppose that Alice wants to 
communicate with Bob for establishing session key, then they will perform the 
following steps. 

 
1- Alice →Bob :{U} 

She first chooses three random numbers x, y, and s where x,y∈R, s∈Z, to compute 
Ws, and finally computes the public key U=Ws(x,y,1) to be transmitted to Bob. 

    Bob→Alice :{U’}Bob also chooses three random numbers x’, y’, and r where 
x’,y’∈R, r∈Z, to compute Wr, and finally computes the public key U’=Wr(x’,y’,1) to 
be transmitted to Alice. 

2- Alice after receiving U’, uses her private key to calculate the session key 
 K=   Ws*U’*(x, y, 1).Bob on the other side after receiving the public key U he uses 
his private keys x’,y’,r to calculate the session key K’= Wr*U*(x’,y’,1). 

3- According to the semi group property of this type of fractal matrices in (8), K=K’. 
4- Alice and Bob communicate with each other with the shared session key K. 

This type of session key is simple; therefore, it is just a basic notion to illustrate the 
ideas behind fractal based key agreement protocol. There are still many security 
problems, such as; it is vulnerable to man in the middle attacks, cannot provide user 
anonymity. Hence it cannot be used directly in practice, a more secure key agreement 
protocol is performed by sharing a reliable third party (Trent) that used to shares a 
different secret key with each participant, which is needed to satisfy a secure 
communication, and to support mutual authentication.  
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EXPREMENTAL RESULTS AND SOFTWARE IMPLEMENTATION. 
The DH algorithm and its generalization using IFS, with its graphic user interface 

Figure (2, 3), are carried out using Java under Net-Beans IDE 6.8.  All the results have 
been obtained using a computer with the specifications: 3.0GHz Intel (Cor.2 Duo) 
CPU, and 2GB RAM. 

Sierpinski Triangle in example 1 is used to carry out the fractal key agreement 
protocols. The execution results from the program are as shown in Figure (4). Using 
different key, the execution of both programs (Fractal key agreement and DH) are 
performed and compared as illustrated in Table (2). 

The efficiency of the proposed algorithm is examined using the same key size and 
running under the same environments for the fractal key agreement protocol against 
the DH key agreement protocol, to conclude that the fractal algorithm performs better 
than DH in terms of execution time. This is an expected result, as the time needed to 
calculate the decimal number is less than that for integers. Another comparison factor 
is the key space value that it considers to be open for fractal algorithm comparing to 
that uses the specific number of primes in the finite field Zn for some large n, as it is 
shown in the Figure (5). The key space values is calculated using the equation 
(DIFF=2N-2N/ LOG (2N)). 

 
SECURITY ANALYSIS 

In key agreement protocols, the participants do not verify the identity of each other 
for this reason most of these protocols are vulnerable to many attacks. The security 
analysis for the proposed protocol is discussed in details to show that the fractal key 
agreement protocol can withstand several known attacks; some of them are as follows. 
At the first, let us assume that the attacker has a total control over the communication 
channel between the two parties. 

1- Brute force attack 
The domain and the co-domain of the fractal functions are defined within the 

infinite subfield (0, 1). So, due to open key space and big key size the fractal key 
agreement protocol is proven to be able to withstand some known attacks among the 
traditional protocols that based on finite field and deals with discrete log and 
factorization problem. 

2- Replay Attack 
Through the reusing of the information obtained in the protocol, an adversary could 
impersonate the legal user. Even if he obtained U or U’ it is not easy for him to recover 
r or s, because it is the results of iterations and it is a time consuming to go through all 
values of n for large n. 

3- Mutual authentication 
The proposed protocol achieves mutual authentication between two parties. In step 2 of 
the algorithm, Alice calculates K using her private keys x,y,s and Bob also calculates 
K’ using his private keys x’,y’,r; they agree on the session key if K=K’, that means, the 
mutual authentication is done. 

4- Known session key attack 
In the proposed protocol, the session key is K= Ws*U’*(x,y,1), or K’= Wr*U*(x’,y’,1), 
where x,y,x’,y’,r, and s are random numbers. Although, the attacker can know previous 
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session keys, such as; U or U’, which represent the public key that is computed using 
the private key (s or r) as an iteration, and the variation constant (x,y) or (x’,y’), he still 
cannot compute the session key, because the inclusion of these random values can help 
to ensure a large number of unknown over the number of equations. That is mean, 
solving the nonlinear system numerically resulted in accompanying of cumulative and 
truncation errors, and is considered as time consuming over the definite infinite 
subfield. Hence, it is impossible to find the private key from the given public key. 
 
CONCLUSIONS 

An improved key agreement protocol based on fractal functions is proposed in this 
paper. It is a generalization to the DH protocol, and uses the inherent advantage of 
fractal attractor in terms of smaller key size. Comparison study is accomplished to 
prove that the formal is performing better in terms of the execution time and key space. 
The proposed protocol possesses sufficient security to withstand some known attack 
that may be applicable to the traditional protocols. Hence, any attempt to find the 
imprecise secret key parameter from the given public one is redundant. 
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Table (1) Diffie Hellman protocol. 
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Table (2) Performance Comparison. 

 Fractal key agreement  DH protocol 
No. of  
Bits 

Generating 
time 

Key agreement 
time 

Generating 
time 

Key agreement 
time 

128 57 0 13 10 
256 90 0 50 12 
512 103 0 73 29 
1024 152 4 139 164 
2048 350 9 267 1124 
4096 891 14 704 8235 
8192 2377 22 1875 59722 

 
 
 
 
 

 
Figure (2) Diffie Hellman user interface. 
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Figure (3) Fractal key agreement user interface. 

 

 
Figure (4) Fractal key agreement results. 
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Figure (5) Fractal and RSA key space difference. 


