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ABSTRACT

A key agreement protocol is a key establishment technique which enables two or
more communicating parities to agree on a key or exchange information over an open
communication channel. Due to the complicated mathematical structure and
deterministic nature of the fractal functions that meet the cryptographic requirements,
and taking the security threats and privacy issues into consideration, a new key
agreement protocol based on Iterated Function Systems (IFS) is proposed to provide
techniques and tools that may be useful for developing cryptographic protocols. The
proposed protocol is a generdization of the Diffie Hellman (DH) protocol. It is
designed to overcome some of the drawbacks of severa previously proposed key
agreement protocols. The experimental results and security analysis shows that the
proposed scheme provides an essential security requirement, where their efficiency
makes it easier to be applied alone or hybrid with other security methods.

Keywords: Key Agreement, Iterated Function System (IFS); Attractor; Hutchinson
Operator W, Diffie Hellman (DH)
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INTRODUCTION

n network system through insecure channel, there is always needed to establish

secure shared key to be used in information transmission. Diffie and Hellman [1]

are the first who introduce a key agreement protocol. It is used to drive a shared
secret by two or more parties as a function of information contributed by or associated
with each of these, but no party can predetermine the result value. A secure key
agreement protocol can help communication parities to establish a shared secure secret
session key to be used for subsequent communications. Therefore, one of the important
goalsin information security is how to build a secure key agreement protocol.

Over the past decades, cryptography based on chaos and fractal theory has
developed fast. Fractal function was proven as NP hard problem, which means it
cannot be solved in a practical amount of time. An IFS provides a convenient
framework for the description, classification and communication of fractal. Fractal
functions have the potential of creating new ways of securing important information to
be transmitted or stored. Some of the proposals for incorporating the fractal functions
into the design of symmetric and asymmetric encryption schemes using fractal
mechanism are as in [2-7]. Many chaotic based symmetric and asymmetric schemes
have been proposed also, asin [8-12].

Recently, fractal and chaos functions have also been used to establish key
agreement protocols, some of the proposed protocols in this direction are as [13, 14],
aso, Xiao et a. [15] in 2007, proposed an original key agreement protocol based on
chebychev maps, whereas, in 2008, Yoon and Yoo [16], proposed a new key-
agreement protocol based on chaotic maps that could reduce the number of
communication rounds. The aforementioned proposals have some security drawbacks.
Therefore, in order to enhance the security, and overcomes these drawbacks, a new key
agreement protocol based on Iterated Function Systems (IFS) works like DH a gorithm
that is developed in this paper to provide techniques and tools that may be useful for
devel oping cryptographic protocols.

This paper is organized as follows. In Section 2, a description of some preliminaries
of fractal and major concepts of IFS are presented. In Section 3, the fractal method and
its application to key agreement protocol are briefly discussed. The software
implementation with experimental resultsisgivenin Section 4. Section 5 isdevoted to
discuss the security and performance analysis of the proposed protocol. Finally, the
paper is concluded in Section 6.

PRELIMINARIES

Fractal theory is a new discipline that offers a new method to research the self-
similarity objects and irregular phenomena. It is an active branch of nonlinear science
starting from the 1970s that have proven to be suitable in many fields and particularly
interesting in various applications. Some phenomena which cannot be explained with
Euclidean geometry could be interpreted with fractal geometry. Fractal theory and its
methodology provided people with a new view and new ideas to know the world and
made our way of thinking enter into the nonlinear stage. First important advances are
due to M. F. Barnsley [17] who introduced, for the first time, the term “Iterated
Function Systems (IFS)” based on the self-similarity of fractal sets. The self-similarity
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isregarded as ameasure of complexity of animage; it isafundamental characteristic of
a fractal used to create them. Regarding to Barnsley, many objects can be closely
approximated by self-similarity objectsthat are generated by using IFS transformations.
Iterated Function System
The term Iterated Function System or IFSwas coined in [18] by Barnsley & Demko to
describe a genera framework of dynamics. It has been used to define fractals and
consist of a number of functions wy, wWs,...W,, These functions comprise what is known
as IFS. Since the w's only involve a rotation, a trandation, and a scaling, this IFS
consists of affine transformations. These transformations when iterates within the IFS
can generate complicated fractal images or attractor. Thiswill hold true as long as the
mappings in the IFS are al contractive. A more detailed theory and definitions of the
aforementioned topics are asin [17-22], and as follows.

Definition 1. For any two metric spaces (X,dx) and (Y,dy), atransformation w:X® Y is
said to be a contraction if and only if there exists a real number s, 0<s<1, such that
dv(W(x),W(x))< sdx(x;,x;), for any x,% 1 X, where sis the contractivity factor for w.
Theorem 1. (Fundamental Theorem of IFS)

For any IFSw= {w},i=1,...N there exists a unique non-empty compact set Al R", the
invariant attractor of the IFS, such that A=w(A).

Theorem 2. (Contraction Mapping Theorem)

Let w: X® X be a contraction on a complete metric space (X,d). Then, there exists a
unique point X 1 X such that w (x)) =x;. Furthermore, for any xI X, we have

I;(éngf’“(x) =X .. (D

Definition 2. Any affine transformation w: RR® R of the plane has the form,

a0 &Xu ad boexu eu
T=Wa Ax+b - (9
&5 "Bk ol e

Where (u,v), (x,y)] R, areany pointson aplane.

Definition 3. By considering a metric space (X,d) and a finite set of contractive
transformation w,: X® X, 1<n<N, with respective contractivity factors s,, we proceed to
define a transformation W: H(X)® H(X), where H(X) is the collection of nonempty,
compact subsets of X, by,

N
A=W(B)=Uw (B)
i=1 .. 3
for any Bl H(X)
It is easily shown that W is a contraction, with contractivity factor ssmax 1<,«n S. The
mapping W is usudly referred to as Hutchinson operator. It follows from the
contraction mapping theorem that, if (X,d) is complete, W has a unique fixed point
Al H(X), satisfying the remarkabl e self-covering condition.

129



Eng. & Tech. Journal .Vol.32,Part (B), No.1, 2014 An Improved Key Agreement Protocol
Based on Fractal Theory

A=W(A) = Uw (A - (4)

i=1

Diffe Hillman Key agreement Protocol

The Diffie-Hellman key agreement protocol was developed by Diffie and Hellman
[1] in 1976 and published in the ground-breaking paper "New Directions in
Cryptography". Their method allows two parties that have no prior knowledge of each
other to jointly establish a shared secret key over an insecure communications channel.
This key can then be used to encrypt subsequent communications. It also provides the
basisfor avariety of authenticated protocols [23].

The simplest, and original, implementation of the protocol uses the multiplicative
group of integers modulo p,wherepisprimeand gisprimitive root modp. The
agorithmisclarified asin Table (1).

FRACTAL KEY AGREEMENT PROTOCOL

Proposing key agreement algorithms not based on a traditional number theoretical
problem is a chalenging area of research in information security. A new key
agreement protocol based on fractal generating using IFS is proposed in this section to
agree on a session key and to ensure the authenticity of the other party. This method is
based on choosing a known fractal set, and upon solving their recursive affine
transformation functions, it is used as a primitive root to generate the public key.
Fractals can be generated by the iteration of one or more affine transformations. In the
proposed protocol, the sender and receiver must be agreed on the fractal that used in
key establishment.
A. The Proposed Method

Consider an IFS consisting of the maps,

a8

W (X, ) g déyﬁ;gfia i=1,2,..,N.

To generate fractal attractor, the Hutchinson operator is constructed based on a
given affine transformation. To explain this method, fractal generated using IFS of four
affine transformations (w;, w2, w3, w4) are used, where the generalized case can be
easily followed. To ensure that the chosen set of transformation satisfy the semi-group
property, it should be chosen asin the following general form.

_@ 000 a0 . _
W (X, Y) —go hﬁf;;gdig i=12,...N. ... (6)

A dummy coordinate Z with value 1 is added to represent the trandation in the
affine transformation, and the 2-dimensional matrix (6) are extended to (3 by 3) matrix

asin (7).
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28, 0 0959(0
w (% y) = 0 d Sy: i =12,.N. - (7)

% ¥

The Hutchinson operator W=w,waw,wy, is calculated  and then arrange the coefficient
asfollows:
&eA 0O C gpe(o

W(x,y1) = go B where . (8)

%0 1%

A= ayazaay, A£L

B=bsbsbb;, B#1,

C=a,a3a,C1+ a,a5C,+ a,Cs+Cy. ...(9)
D= b4b3b2d1+ b4b3d2+ b4d3+ d4.

To generate the attractor that should be used in establishing the session key, W is
iteratesto find W' for large n.

Example 1:
The IFS transformations used in this example are as follows:
a5 0 x0 a90

i) = éo 0585 %05
a5 0 exo a0.250

WX y) = go 058y G055 ... (10)
(x.y) = Oaae<o+a@250
L I ¥ N

X 8.5 Oaae<o+a@50
i) = éo 05%y5 505

The Hutchinson operator W is calculated using Equations (9) to obtain the
following matrix:

20.0625 0 06875
:go 0.0625 0.1875
) 0 1

. (12)

SRR

Fractal attractor of this affine transformation function isillustrated in Figure (1), it
isaknown fractal example called Sierpinski Triangle.
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Figure (1) Sierpinski triangle asfractal attractor for the given IFSin (10).

B. The proposed protocol

The protocol involved two parties say Alice and Bob. Both of them must generate
their public keys based on their selected private keys. The Hutchinson matrix W must
be agreed on and published before performing the agreement protocol, in order to be
used as a primitive element in the agorithm. If we suppose that Alice wants to
communicate with Bob for establishing session key, then they will perform the
following steps.

1- Alice® Bob :{ U}
She first chooses three random numbers x, y, and s where x,yl R, sl Z, to compute
WP, and finally computes the public key U=W(x,y,1) to be transmitted to Bob.
Bob® Alice :{U'}Bob also chooses three random numbers X', y', and r where
Xy T R rl Z, to compute W, and finally computes the public key U'=W(x,y’,1) to
be transmitted to Alice.
2- Alice after receiving U’, uses her private key to calculate the session key
K= W*U'*(x, y, 1).Bob on the other side after receiving the public key U he uses
his private keys x',y',r to calculate the session key K'= W*U*(x,y’,1).
3- According to the semi group property of this type of fractal matricesin (8), K=K'.
4- Alice and Bob communicate with each other with the shared session key K.
Thistype of session key issimple; therefore, it isjust a basic notion to illustrate the
ideas behind fractal based key agreement protocol. There are still many security
problems, such as; it is vulnerable to man in the middle attacks, cannot provide user
anonymity. Hence it cannot be used directly in practice, a more secure key agreement
protocol is performed by sharing a reliable third party (Trent) that used to shares a
different secret key with each participant, which is needed to satisfy a secure
communication, and to support mutual authentication.
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EXPREMENTAL RESULTSAND SOFTWARE IMPLEMENTATION.

The DH algorithm and its generalization using IFS, with its graphic user interface
Figure (2, 3), are carried out using Java under Net-Beans IDE 6.8. All the results have
been obtained using a computer with the specifications. 3.0GHz Intel (Cor.2 Duo)
CPU, and 2GB RAM.

Sierpinski Triangle in example 1 is used to carry out the fractal key agreement
protocols. The execution results from the program are as shown in Figure (4). Using
different key, the execution of both programs (Fractal key agreement and DH) are
performed and compared as illustrated in Table (2).

The efficiency of the proposed algorithm is examined using the same key size and
running under the same environments for the fractal key agreement protocol against
the DH key agreement protocol, to conclude that the fractal algorithm performs better
than DH in terms of execution time. This is an expected result, as the time needed to
calculate the decimal number is less than that for integers. Another comparison factor
is the key space value that it considers to be open for fractal algorithm comparing to
that uses the specific number of primes in the finite field Z" for some large n, asiit is
shown in the Figure (5). The key space values is calculated using the equation
(DIFF=2"-2"/ LOG (2")).

SECURITY ANALYSIS

In key agreement protocols, the participants do not verify the identity of each other
for this reason most of these protocols are vulnerable to many attacks. The security
analysis for the proposed protocol is discussed in details to show that the fractal key
agreement protocol can withstand several known attacks; some of them are as follows.
At the first, let us assume that the attacker has atotal control over the communication
channel between the two parties.

1- Bruteforce attack

The domain and the co-domain of the fractal functions are defined within the
infinite subfield (0, 1). So, due to open key space and big key size the fractal key
agreement protocol is proven to be able to withstand some known attacks among the
traditional protocols that based on finite field and deals with discrete log and
factorization problem.

2- Replay Attack
Through the reusing of the information obtained in the protocol, an adversary could
impersonate the legal user. Even if he obtained U or U’ it isnot easy for him to recover
r or s, because it is the results of iterations and it is a time consuming to go through all
values of nfor largen.

3- Mutual authentication
The proposed protocol achieves mutual authentication between two parties. In step 2 of
the algorithm, Alice calculates K using her private keys x,y,s and Bob also calculates
K’ using his private keys X',y ,r; they agree on the session key if K=K’, that means, the
mutual authentication is done.

4- Known session key attack
In the proposed protocol, the session key is K= W*U'*(x,y,1), or K'= W*U*(x',y',1),
where x,y,X',y’,r, and s are random numbers. Although, the attacker can know previous
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session keys, such as; U or U’, which represent the public key that is computed using
the private key (sor r) as an iteration, and the variation constant (x,y) or (X',y"), he still
cannot compute the session key, because the inclusion of these random values can help
to ensure a large number of unknown over the number of equations. That is mean,
solving the nonlinear system numerically resulted in accompanying of cumulative and
truncation errors, and is considered as time consuming over the definite infinite
subfield. Hence, it isimpossible to find the private key from the given public key.

CONCLUSIONS

An improved key agreement protocol based on fractal functions is proposed in this
paper. It is a generalization to the DH protocol, and uses the inherent advantage of
fractal attractor in terms of smaller key size. Comparison study is accomplished to
prove that the formal is performing better in terms of the execution time and key space.
The proposed protocol possesses sufficient security to withstand some known attack
that may be applicable to the traditional protocols. Hence, any attempt to find the
imprecise secret key parameter from the given public one is redundant.
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Table (1) Diffie Hellman protocol.

Alice Bob
Secret Public Calculates Sends Calculates Public' Secret

a pP. g p,g— b
p,g, g°modp

a A _ A A— P, 9 b

b

P, 9, g modp=p,g,

a + B B A B b
p,g, B*modp A’modp= p,g,

&S AB = s AB DS
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Table (2) Performance Comparison.

Fractal key agreement DH protocol
No.of | Generating | Keyagreement | Generating | Key agreement
Bits time time time time
128 57 0 13 10
256 90 0 50 12
512 103 0 73 29
1024 152 4 139 164
2048 350 9 267 1124
4096 891 14 704 8235
8192 2377 22 1875 59722
H Pgtgeod p 1= ]|
I KEy s G o I
Erchangs Pude By
F i F 404 b
Calruipie Shared Key

' Figure (2) Diffie Hellman user interface.
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Figure (3) Fractal key agreement user interface.

Variable Value No. D
0.13387V505700559321405142809534329. . 130
0. 55957557 296916624925234137055545... 130
580418357901 245652189075743399442 . 128
0.935929257V 7668586883080 7921004344 130
D.03656563644935918549458735016955440... |130
A85068114257215109358746597416944 . . |128
BO952520427F12555937656852495465233... 146
A3125869103810072583033638357 7530, [1465
SO95Z250000Z21791201150034616894742. . |[162
A331Z25000000853008809247F 717500952, 162
235551528063229222503800052022781... |206
C0ev2044140919653122831 794942035 |206
2355515280632292226503800052022781... |206
10972944 14091965312383179494 2035|206

e T
i . d
A

[=li=lis]{=]i=]i=]l=]l=]

Figure (4) Fractal key agreement results.

Key Space Difference
1E+162
1E+144
1E+126
1E+108

1E+90
1E+72
1E+54
1E+36
1E+18

1

Difference in number of Keys

16 32 64 128 512

‘l Difference 59627 ‘4101332045‘ 1.8031E+19 ‘ 3.3645E+38 ‘ 1.337E+154‘

Figure (5) Fractal and RSA key space difference.
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