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Abstract: Linear Feedback Shift Register (LFSR) 

systems are used widely in stream cipher systems 

field. Golomb used the recurrence relation to find the 

next state values of single LFSR depending on initial 

values, s.t. he can be considered the first who can 

construct a linear equations system of a single LFSR. 

Attacking of key generator means attempt to find the 

initial values of the combined LFSR's. 

In this paper, a Golomb's method introduced to 

construct a linear equations system of a single LFSR. 

This method developed to construct a linear 

equations system of key generator (a LFSR system) 

where the effect of combining function of LFSR is 

obvious. Finally, before solving the linear equations 

system, the uniqueness of the solution must be tested, 

then solving the linear equations system using one of 

the classical methods like Gauss Elimination. Find 
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the solution of linear equations system means find the 

initial values of the generator. One of the known 

generators; Modified Bruer generator, treated as a 

practical example of this work. 

 

Keywords: Linear Feedback Shift Register (LFSR), System of 

Linear Equations (SLE), Gauss Elimination Method, Bruer 

generator. 

 

1. Introduction 

 The LFSR System (LFSRS) consists of two main basic 

units, the feedback function and initial state values [1]. The second 

one is, the Combining Function (CF), which is a Boolean function 

[2]. Most of all Stream Cipher System's are depending on these two 

basic units. Figure (1) shows a simple diagram of LFSRS consists 

of n LFSR's. 

 

 

 

 

 

 

 

 

 

 

 

 

 

This paper aims to find the initial values of every LFSR in 

the system depending on the following information: 

1. The length of every LFSR and its feedback function are 

known. 

2. The CF is known. 
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Figure (1) A system of  n_LFSR’s. 



Breaking Modified Bruer Generator… Falih H. Awaid             Issue No. 30/2012 

Journal of Al Rafidain University College       50                     ISSN (1681 – 6870) 

 

3. The output sequence S (keystream) generated from the LFSRS is 

known, or part of it, practically, that means, a probable word 

attack be applied [1]. 

This work consists of three stages, constructing system of linear 

equations, testing the existence and the uniqueness of the solution 

of this system, and lastly, solving the system of linear equations. 

 

2.  Constructing a System of Linear Equations for 

Single LFSR 

 

Before involving in solving the System Linear Equations 

(SLE), it should show how could be the SLE of a single LFSR 

constructed, since its considered a basic unit of LFSRS. Let’s 

assume that all LFSR that are used are maximum LFSR, that 

means, Period (P)=2
r
-1, where r is LFSR length. 

Let SRr be a single LFSR with length r, let A0=(a-1,a-2,…,a-r) 

be the initial value vector of SRr, s.t. a-j, 1jr, be the component j 

of the vector A0, in another word, a-j is the initial bit of stage j of 

SRr, let C0
T
=(c1,…,cr) be the feedback vector, cj{0,1}, if cj=1 that 

means the stage j is connected. Let S=  1m

0iis



 be the sequence (or 

S=(s0,s1,…,sm-1) read “S vector”) with length m generated from SRr. 

The generating of S depending on the following equation [3]:  

si =ai = 




r

j

jji ca

1

 i=0,1,         ……(1) 

Equation (1) represents the linear recurrence relation. 

The objective is finding the A0, when r, C0 and S are known. 

 

Let M be a rr matrix called the generating matrix or characteristic 

matrix, which is describes the initial phase of SRr, where the 1
st
 

column is the vector C0 and the rest columns are the Identity matrix 

I without the last column.  

 

M=(C0|I rr-1), where M
0
=I. 

Let A1 represents the new initial state of SRr after one shift, s.t. 
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A1=A0M=(a-1,a-2,…,a-r) 
















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



r
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r
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ca(

00c

00c

01c









,a-1,…,a1-r). 

In general, 

 

Ai=Ai-1M, i=1,2,                                                               …( 2) 

 

Ai represents the initial state of SRr after i shifts. 

Equation (2) can be considered as a recurrence relation, so we have: 

 

Ai=Ai-1M=Ai-2M
2
=…=A0M

i
                          …(3) 

 

The matrix M
i
 represents the i phase of SRr, equations (2,3) 

can be considered as a Markov Process s.t., A0, is the initial 

probability distribution, Ai represents probability distribution and M 

be the transition matrix [4]. notice that: 

 

M
2
=[C1C0|Irr-2] and so on until get M

i
=[Ci-1…C0|Irr-i], 

where 1i<r. 

 

When CP=C0 then M
P+1

=M. 

Now let’s calculate Ci [5] s.t. 

 

Ci=MCi-1, i=1,2,…                  …(4) 

Where Ci is the feedback vector after i shifts. 

Equation (1) can be rewritten as: 

 

A0Ci=si , i=0,1,..,r-1               …(5) 

 

When i=0 then A0C0=s0 is the 1
st
 equation of the SLE, 

i=1 then A0C1=s1 is the 2
nd

 equation of the SLE, and 

i=r-1 then A0Cr-1=sr-1 is the r
th

 equation of the SLE. 

In general: 

 

A0С=S                             …(6) 
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С represents the matrix of all Ci vectors s.t. 

 

С=(C0C1…Cr-1)               …(7) 

 

The SLE can be formulated as: 

 

Y=[ С
T
|S

T
]         …(8) 

 

Y represents the extended matrix of the SLE. 

 

Example (1) 

Let the SR4 has C0
T
=(0,0,1,1) and S=(1,0,0,1), by using equation 

(4), we get: 

C1=MC0=
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, in the same way, 

C2=
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From equation (6) we have: 

 

A0





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




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
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



1001
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1100

=(1,0,0,1), this system can be written as equations: 

 

s.t. A0 is the initial state vector of SRr, 

a-3+a-4=1 

a-2+a-3=0 

a-1+a-2=0 

a-1+a-3+a-4=1 
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(for simplicity we can omitted the sign (-)). 

Then the SLE after using formula (8) is: 

 

Y=



















11101

00011

00110

11100

                  …(9) 

 

3. Modified Bruer Generator 

 

3.1 Modified Bruer Generator Description 

 

Bruer system as usual consists from odd LFSR’s [5]. In this 

paper, 5 LFSR's are chosen, where the CF of this generator is: 

 

F5(x1,x2,x3,x4,x5)=x1x2x3+x1x2x4+x1x2x5+x1x3x4+x1x4x5+x2x3x4 

+x2x3x5+x1x2x3+x2x4x5+x3x4x5+x1x2x3x4+x1x2x3x5+x1x2x4x5 

+x1x3x4x5+x2x3x4x5                                                              …(10) 

 

so this system is called modified. 

 

3.2 Efficiency Criteria 

 

1) Periodicity 
The sequence S has period P(S) when s0=sP(S),s1=sP(S)+1,…, the 

period of LFSRi denotes by P(Si), P(S) and P(Si) are least possible 

positive integers, so 

 

P(S)=lcm(P(S1),P(S2),…,P(Sn))                       …(11) 

 

The period P(S) of S, which product from key generator, 

depends on the LFSR unit only and there is no effect of CF unit. 
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P(S) will has lower bound when r=ri 1in, and upper bound 

when P(Si) are relatively prime with each other therefore: 

P(Sr)P(S)


n

1i

i )S(P . 

The objective is that key generator must have an upper bound to:  

 

P(S) s.t.: 

P(S)=


n

1i

i )S(P               …(12) 

 

It’s known earlier that P(Si) ≤ 12 ir  , and if the LFSRi has maximum 

period then P(Si)= 12 ir   [3]. 

 

Theorem (1) [6] 

P(S)=



n

1i

r
)12( i if and only if the following conditions are holds: 

1. GCDn(P(Si))=1,. 

2. the period of each LFSR has maximum period (P(Si)= 12 ir  ). 

 

For Modified Bruer generator P(S)= )12(
5

1i

ri


 . 

Example (2) 

 

if ri=2,3,…,6 for i =1,...,5, then: 

 

P(S)=l.c.m(3,7,15,31,63) 

       =l.c.m(3
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       = 3
max(0,1,2)

.5
max(0,1)

.7
max(0,1)

.31
max(0,1)

= 3
2
.5

1
.7

1
.31

1
=9765. 

 

2) Randomness 
For our purposes, a sequence generator is pseudo-random if 

it has this property: It looks random. This means that it passes all 

the statistical tests of randomness that we can find [1]. 
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Definition (1) [1]: A random bit generator is a device or algorithm 

which outputs a sequence of statistically independent and unbiased 

binary digits. 

 

The sequence that is satisfied the 3-randomness properties 

called PRS [3]. The randomness criterion depends on LFSR’s and 

CF units, therefore from the important conditions to get Pseudo 

Random Sequence is that the sequence must be maximal and the 

CF of LFSR system must be balance. 

From the truth table of CF of  modified Bruer, notice that the 

ratio of number of 0's to the total output of the function = 32 

(2
5
=32) is 0.5, this mean the number of 0's = 16 and so as the 

number of 1's, that's indicates that this generator can generates 

random sequence.  

The truth table of CF is shown in table (1). 
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Table (1) Truth table of CF of modified Bruer generator. 

x1 x2 x3 x4 x5 F5 

0 0 0 0 0 0 

0 0 0 0 1 0 

0 0 0 1 0 0 

0 0 0 1 1 0 

0 0 1 0 0 0 

0 0 1 0 1 0 

0 0 1 1 0 0 

0 0 1 1 1 1 

0 1 0 0 0 0 

0 1 0 0 1 0 

0 1 0 1 0 0 

0 1 0 1 1 1 

0 1 1 0 0 0 

0 1 1 0 1 1 

0 1 1 1 0 1 

0 1 1 1 1 1 

1 0 0 0 0 0 

1 0 0 0 1 0 

1 0 0 1 0 0 

1 0 0 1 1 1 

1 0 1 0 0 0 

1 0 1 0 1 1 

1 0 1 1 0 1 

1 0 1 1 1 1 

1 1 0 0 0 0 

1 1 0 0 1 1 

1 1 0 1 0 1 

1 1 0 1 1 1 

1 1 1 0 0 1 

1 1 1 0 1 1 

1 1 1 1 0 1 

1 1 1 1 1 1 

0.6875 0.6875 0.6875 0.6875 0.6875 0.5 

Correlation Probability (CPi) for each LFSR Ratio of "0" 

Note: the shaded cells means the similarity between xi and the 

output of CF. 

 



Breaking Modified Bruer Generator… Falih H. Awaid             Issue No. 30/2012 

Journal of Al Rafidain University College       57                     ISSN (1681 – 6870) 

 

3) Linear Complexity 
The Linear Complexity is defined as the length, of the 

shortest LFSR (which is equivalent LFSR) that can mimic the 

generator output. Any sequence generated by a finite-state machine 

over a finite field has a finite linear complexity [7]. 

Let's denotes the Linear Complexity for the generated 

sequence by LC(S), then it can by calculated by: 

 

LC(S)=r1r2r3+r1r2r4+r1r2r5+r1r3r4+r1r4r5+r2r3r4+r2r3r5+r1r2r3+r2r4r5 

+r3r4r5+r1r2r3r4+r1r2r3r5+r1r2r4r5+r1r3r4r5+r2r3r4r5. 

 

Example (3) 

Let's use the same information mentioned in example (2), then: 

LC(S)=2*3*4+2*3*5+2*3*6+2*4*5+2*4*6+2*5*6+3*4*5+3*4*6

+3*5*6+4*5*6 

         =2*3*4*5+2*3*4*6+2*3*5*6+2*4*5*6+3*4*5*6=1624 

 

4) Correlation Immunity 
Correlation can be defined as the relation between the 

sequence of CF=Fn from the key generator and the sequences that 

are combined each other by CF. This relation caused because of the 

non-linearity of the function Fn. The correlation probability CP(x), 

in general, represents the ratio between the number of similar 

binaries of two sequences to the length of the compared part of 

them. Fn has m
th

 order CI, if the output z of Fn is statistically 

independent from m output from m-sequences (x1,x2,...,xm), of n 

combined  sequences s.t. mn. 

Notes from table (1) (from the shaded cells) that the number 

of similarity between xi and the output of CF is 16 bits from the 

total number 32 bits i, then the correlation probability (CPi) can 

be calculated as: 

 

CPi = 22/32 = 0.6875, for i = 1,2,…,5. 

 

Let's denotes the Correlation Immunity for the generated 

sequence by CI(S), then it can by calculated by: 

CI(S) = 0, 
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since the number of immune xi = 0. 

This indicates that this generator can be attacked by 

correlation attack or fast correlation attack [8]. 

 

4. Constructing A SLE for modified Bruer Generator 

 In general for any generator, let’s have n of
jrSR with length rj, 

j=1,2,…,n, and feedback vector C0j=





















jr0

j02

j01

j
c

c

c

,and has unknown initial  

value vector A0j=(a-1j,…,a-rjj), so 
jrSR has Mj=(C0j| 1rr jj

I  ) 

By using recurrence equation (4), 

 

Cij=MjCi-1,j, i=1,2,…              …(13) 

 

by using equation (5): 

 

A0jCij=sij, i=0,1,…,r-1 and Sj=(s0j,s1j,…,sm-1,j). 

 

Sj represents the output vector of
jrSR , which of course, is unknown 

too. m represents the number of variables produced from the 

LFSR’s with consideration of CF, in the same time its represents 

the number of equations which are be needed to solve the SLE. Of 

course, there is n of SLE (one SLE for each 
jrSR  with unknown 

absolute values). 

Now let's back to Modified Bruer system, let A0 be the 

extended vector for m variables, which consists of initial values 

from all LFSR’s and С is the matrix of Ci vectors considering the 

CF, Ci represents the extended vector of all feedback vectors Cij, 

then A0С=S. 

From CF the number of variables (m) are: 

 

m=r1r2r3+r1r2r4+r1r2r5+r1r3r4+r1r4r5+r2r3r4+r2r3r5+r1r2r3+r2r4r5+r3r4r5 

+r1r2r3r4+r1r2r3r5+ r1r2r4r5+r1r3r4r5+r2r3r4r5. 
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The initial value is: 

 

A0=A01A02A03+A01A02A04+A01A02A05+A01A03A04+A01A04A05 

+A02A03A04+A02A03A05+A01A02A03+A02A04A05+A03A04A05 

+A01A02A03A04+A01A02A03A05+A01A02A04A05+A01A03A04A05 

+A02A03A04A05= (x0,x1,…,xm-1), 

s.t. x0=a-11a-12a-13, x1=a-11a-12a-23,…,xm-1= 5r4r3r2r 5432
aaaa   

 

(this arrangement is not standard so it can be changed according to 

the researcher requirements). For simplicity let's denote the 

unknowns of SR1 by 'a', SR2 by 'b', and so on, let's denote the 

unknowns of SR5 by 'e', and so on, therefore: 

 

x0=a1b1c1, x1=a1b1c2,…,xm-1= br2cr3dr4er5           …(14) 

 

In the same way, equation (14) can be applied on the feedback 

vector Cij: 

 

Ci=Ci1Ci2Ci3+Ci1Ci2Ci4+Ci1Ci2Ci5+Ci1Ci3Ci4+Ci1Ci4Ci5+Ci2Ci3Ci4 

+Ci2Ci3Ci5+Ci1Ci2Ci3+Ci2Ci4Ci5+Ci3Ci4Ci5+Ci1Ci2Ci3Ci4+Ci1Ci2Ci3Ci5

+Ci1Ci2Ci4Ci5+Ci1Ci3Ci4Ci5+Ci2Ci3Ci4Ci5. 

 

And the sequence S will be: 

 

S=S1S2S3+S1S2S4+S1S2S5+S1S3S4+S1S4S5+S2S3S4+S2S3S5+S1S2S3 

+S2S4S5+S3S4S5+S1S2S3S4+S1S2S3S5+S1S2S4S5+S1S3S4S5+S2S3S4S5 

s.t.  

 

si=si1si2si3+si1si2si4+si1si2si5+si1si3si4+si1si4si5+si2si3si4+si2si3si5 

+si1si2si3+si2si4si5+si3si4si5+si1si2si3si4+si1si2si3si5+si1si2si4si5 

+si1si3si4si5+si2si3si4si5, 

where si is the element i of S. 

 

So the SLE can be obtained by equation (6). 

Figure (2) shows the sequence S which is generated from 

modified Bruer Generator [5]. 
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Example (4) 

Let’s have the following feedback vectors for 5 LFSR's with 

lengths 2,3,4,5 and 6: 
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
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
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then m=1624. 

Let the output sequences be: S=(1,1,1,1,1,1,0,…,0,1,1,1,0,1,1,0,0) 

C0,1=C3,1=C6,1=C9,1=…=C1620,1=C1623,1= 








1

1
,C1,1=C4,1=C7,1=C10,1=...

=C1618,1=C1621,1= 

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
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

1

0
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
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



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1
. 
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Majority 

Function 

S 

Figure (2) modified Bruer generator [5]. 
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C0,2=…=C1617,2=
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















0

0

1

. 

C0,3=…=C1609,3=





















1

0

0

1

,C1,3=…=C1610,3=





















1

1

0

1

,C2,3=…=C1611,3=





















1

1

1

1

,C3,3

=…=C1612,3=





















1

1

1

0

, 

And so on until we get: 

C12,3=….=C1621,3=





















0

1

0

0

, C13,3=…=C1622,3=





















0

0

1

0

,C14,3=…=C1623,3=





















0

0

0

1

. 

In the same process we get Ci,4 and Ci,5, for i=1,2,…,1623. 

by applying equation (4), C0
T
 will be: 

C0
T
=(1,0,0,1,0,0,0,0,1,0,0,1, 1,0,0,1,0,0,0,0,1,0,0,1,…,1,0,0,0,0,1). 

Therefore, then the augmented (1623×1623) matrix Y will be: 
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 1 0 0 1 0 0 0 0…0 0 0 0 1 0 0 1 | 1 

 0 0 0 0 0 0 0 0…1 1 0 0 0 0 0 0 | 1 

 

Y =        .                        …(15) 

. 

 0 0 0 0 1 1 1 1…0 0 0 0 0 0 0 0 | 0 

 0 1 1 1 0 0 0 0…0 0 0 0 0 0 0 0 | 0 

 

5. Test The Uniqueness of The Solution of SLE 

Since the system of m variables, then there are 2
m
-1 

equations, but only m independent equations are needed to solve 

the system. If the system contains dependent equations, then the 

system has no unique solution. So first it should test the uniqueness 

of solution of the system by many ways like calculating the rank of 

the system matrix (r(С
T
)) or by finding the determinant of the 

matrix. If the rank equal the matrix degree (deg(С
T
)), then the 

system has unique solution, else (r(С
T
)< deg(С

T
)) the system has 

no unique solution. 

In order to calculate the r(С
T
) it has to use the elementary 

operations to convert the С
T
 matrix to a simplest matrix by making, 

as many as possible of, the matrix elements zero’s. The elementary 

operations should be applied in the rows and columns of the matrix 

С
T
, if it converts to Identity matrix then r(С

T
)=deg(С

T
)=m, then we 

can judge that  С
T
 has unique solution [9]. 

 

Example (5) 

Let’s have the matrix С
T
=





















1101

0011

0110

1100

, by using the elementary 

operations, the matrix can be converted to the matrix 

С
T*

=





















1000

0100

0010

0001

, 
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this matrix has rank =4=deg(С
T
) then the matrix has unique 

solution. 

 

For modified Bruer generator, we obtain that the SLE has unique 

solution, of course we have to chose 1624 independent equations 

not all are in sequence order. 

 

6.  Solving The SLE 

After be sure that the SLE has unique solution, the SLE can 

be solved by using one of the most common classical methods, its 

Gauss Elimination method. This method chosen since it has lower 

complexity than other methods. As known, this method depending 

in two main stages, first, converting the matrix Y to up triangular 

matrix, and the second one, is finding the converse solution [8]. 

Example (6) shows the solving of a single SLE for one LFSR. 

 

Example (6) 

Let’s use the matrix Y of equation (9), after applying the 

elementary operations, and then the up triangular matrix is: 

 





















11000

11100

00110

00011

Y  

Now applying the backward solution to get the initial value vector: 

A0=(0,0,0,1). 

The SLE of 5_LFSR’s is more complicated than SLE of a 

single LFSR, specially, if the CF is high order (non-linear) 

function. First, it should solve the variables which are consists of 

multiplying more than one initial variable bits of the combined 

LFSR’s. 

As an example of modified Bruer generator, its going to 

solve the variables dk, 1km-1, then solving the initial values a-ij 

since xk is represented by multiplying three initial bits in 10 terms, 

and four initial bits in 5 terms. In another word, every system has 
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its own SLE system because of the CF, so it has own solving 

method. 

As an example to find the variables a-ij of modified Bruer 

generator, after solving the SLE we found that 91 variables (xk) 

equal (1) from the whole number of variables, s.t.: 

 

x23=x53=x89=x129=x177=x237=x297=x369=x459=x579=x699=x843=x1023 

=x1263=x1623= 1. 

 

From equation (14), we know that every xk is consists from 

product of three or four unknowns, where ai,bj,ck,dl,en are initial 

values the five LFSR's contribute in modified Bruer generator s.t. 

i=1,2,3,4,5. The SLE system Y which mentioned in example (4) 

will be solved in the next example. 

 

Example (7) 

x23=a2*b3*c4=1, this means a2=b3=c4=1 and x53=a2*b3*d5=1 

this means a2=b3=d5=1 and so on until we found all the initial 

values of all LFSR's contribute the modified Bruer generator. After 

applying the above process we get: 

 

 A01=(a1,a2)=(a-11,a-21)=(0,1). 

 A02=(b1,b2,b3)=(a-12,a-22,a-32)=(0,0,1). 

 A03=(c1,c2,c3,c4)=(a-13,a-23,a-33,a-43)=(0,0,0,1). 

 A04=(d1,d2,d3,d4,d5)=(a-14,a-24,a-34,a-44,a-54)=(0,0,0,0,1). 

 A05=(e1,e2,e3,e4,e5,e6)=(a-15,a-25,a-35,a-45,a-55,a-65)=(0,0,0,0,0,1). 

 

7. Conclusions 

 

1) If we change our attack from known plain attack to 

cipher attack only, which means, changing in the 

sequence S (non-pure absolute values), so we shall find a 

new technique to isolate the right equations in order to 

solve the SLE. 

 

2) It is not hard to construct a SLE of any other LFSR 

systems; of course, we have to know all the necessary 
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information (CF, the number of combined LFSR's and 

their lengths and tapping). 

 

3) Notice that m is high (m=1624) because of the non-

linearity of the combining function CF (majority 

function), and because of changing the non-linear 

variables to new variables, so we think that it can keep m 

as number of non-linear variables and solving the non-

linear system by using direct methods after applying the 

suitable modifying. 
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كسر مولذ برور المحور من خلال حل نظام المعادلات الخطية  

 الخاص بالمتابعة المخرجة له
 

 فالح حسن عويذ

 / قسى ُْذسة انبشايجياتكهية انشافذيٍ انجايؼة 
 المستخلص

نقذ اسحخذيث اَظًة انًسجم انضاحف انخطي رٔ انحغزية انحشاجؼية بشكم ٔاسغ في     

اسحخذو كٕنٕيب انؼلاقة انحكشاسية لا يجاد قيى انحانة  يجال اَظًة انحشفيش الاَسيابي ،

انحانية نًسجم صاحف يُفشد بالاػحًاد ػهٗ انقيى الابحذائية نّ نزنك اػحبش أل يٍ أَشأ 

َظاو يؼادلات خطية نًسجم صاحف يُفشد ، اٌ يٓاجًة يٕنذ يفاجيح يؼُي يحأنة ايجاد 

 انقيى الابحذائية نًسجلاجّ انضاحفة .

يقة كٕنٕيب لإَشاء َظاو يؼادلات خطية نًسجم ا انبحث ، جى أٔلاً ػشض طشفي ْز    

صاحف يُفشد ، ثاَياً ، جى جطٕيش ْزِ انطشيقة لإَشاء َظاو يؼادلات خطية نًٕنذ يفاجيح 

)يُظٕية يسجلات صاحفة ( ٔانحي يظٓش فيٓا جهياً جأثيش انذانة انًشكبة ، ٔأخيشاً ، ٔقبم 

ذاَية انحم نٓزا انُظاو ٔيٍ ثى انششٔع بحم رنك انُظاو انخطي ، ػهيُا اخحباس جٕفش ٔح

حم ْزا انُظاو باسحخذاو احذٖ انطشق انحقهيذية  انًؼشٔفة يثم طشيقة كأط نهحزف ، اٌ 

حم َظاو انًؼادلات انخطية يؼُي ايجاد انقيى الابحذائية نهًسجلات انضاحفة انًشحشكة في 

انًثال انؼًهي انًٕنذ ، اٌ يٕنذ بشٔس انًحٕس ، ْٕٔ يٍ انًٕنذات انًؼشٔفة ، سيكٌٕ 

 انًشاد يٓاجًحّ في ْزا انبحث .

 


