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slrem.iphes, and hlsh tunctions
There &e Mny symerijc-lcy
block ciphe , xnich oll*
diil@ lcvels .l securio,
neiib lir). dd .ilcien\\ Amone
rhc mdj \)meri!-ke] bn!k
ciphes cune.lly avaitable, some
(such 6 DES, RC5, CAST,
Bl.wfish, FEAL, SAFER, &d
IDEA) hi\e rc.e vcd rhe cEJreslprdrlcal inkren Mu{ $nh.Eic
key bl.ck ciphe$ Guch as DrS,
RC5, CAST. and Bto}fish re

750 
b6ed on a ,Ieistl, nerwoik

clehehr for poridine inrbmarion
securily, Allhoulh ihev rE
Fnn,e, desisneJ rnr p;\idins

c.nfidenrkhly, rter
veaatiliry allo*s rnen to sm€ a\a main compone in rhe

cryplo8raphic sysrcds such as
ps€udo rodoh nunber seneraros.
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.onsttuct End a ircund tunctio!!!
I I ]. The ronnd fuclion liolides a
b6ic €ncryprion mecheism by
composing se!{ai sinpE liner
and nortiner op.rations such s
Ex-ORins, subslitution. pcmure-
tion. dd bodule rjnnmeic. The
stciglh of a Feistcl ciphq
dep€nds hesvily on ihe degee ol
diafusion ed non-lineuity
floperties provided by the rcund
funcrion. M&, ctpte( (such as
DES ed CAST) blse tnet round
fsctions on a conshcl called a
"su6s urion box, G-box) as a
sontce of di{..nsion md notr.
lin€ei1y, Sone ciphe4 Guh N
RCt) use bit-wise data-depe.dent
rorations aDd a &w otlB .ipb*
(such 6 IDEA) use multiplicslion
in dEi roud functions for
diilxsion lll. Fieure I illustures
tbe rcud of SerFent, $hile Fis. 2
represerts th€ scheae of Serpent

is o.e ol$e finsl list caodidales,
to becorrc much suncd to lhe nexl
Eenerarion oa 64-bit lrocc$or dd
ro bdome noie Ecurc conp!red
rrth lhe prwious alsorillnn.

The seQent encryllion equnes
l3? l2-bits oa Ley nrateial. Fnsr
the user supplied 256-bit key K is
expanded 10 13 128-bil subkers
16.,.., (,. tbe kcy K will be
trritten as eiSh 32'bit !x! ,.,. vr.l
aM qp d tncso into an
intennediare k€y |9^ -\ wtst by

Fig,I A Round ol S8pent

One ollhe nain go,h in sedel key
cO}loeEphy is thc developmenl
.f desisn criLria, so lnat we
develop SerDenl alsorilln. qnich

l* t ,*y , kq, *tN) - sle,,ey, ea,

$n, ka, r,, *Bi-nle,,ra, e,,

$!, ht, *,, k L1j = stl vr, N\,, e*,

Afier lhal rin@ber the l2-bit
values [, a l2S"bnsubtersri /,/

Ki= [ *4, kGt, t4'z, titj ]
The round keys ae now

calculared lbm rhe lr€keys using
Ihe S'box€s. 'I!e S-boxes ee used
lo tmnsfom the prekeys ,, imo
words & oftuund k, by dividi.g
rhe ,ector of prekeys into lour

seclions dd ramfomarion rhe idl
rvords of een of th. fou eolions
usine &fl+J-, h,/ r rnh cm be
seen snnply aor rhe defaull ce
1rr , *!, r.., r,,j -stlno, e,,Nu,

,,=(,ae 
"rJ@ 

p/j(E,!,o d) <



wlre O, is the nadionat bar
ol $e golden ratio ox9e3779bi i!
hqadecinal, Tle udalvino
polyoomial d +r'+:J +ari t;
h pnmit\e, rhi(h roEeihs wln
rhe additlon ol rhe mtrtrd nd.r E
ciosen to ensure u eve.

'iisliibudoo ot key bns theugloul
th€ roudr, and lo etiEiMte weat

The lnnial Pemulauon (/p) rs
snplied rolhe romd te! in.iterro
llace de tey birs in rhe corect
colMn. ie.. Iti II frr. Fisuie l

louod lubbff)

0)Tir D!.4lion mir

fq,I tiql(i0r and,e(nltjor U l!ol&ry0dtAlg0lilhm

l\tift r {,,..J]
(r)Tlr lm4plioi rdi



also hm [2].
eftlcie s.hner. Thus, the design
lo use lou 64-bit registcB 6tha
lhan t\o 128-bn reghtes in the p.
iDction should be modined and
stlll use rne rou 32-bit Esister by
applyins o.e roud of previous
Scapent akonihn io ihe bn hatfof
thc prclosed alsorilfih.

kis mnh obseNi.C th$ wnh a
cipher rumihe at dE 6te of one
kabn pq sc6nd (rhar is,
encrpdng dara a! rhe rat€ of I0r?
bits/second), the rime requi€d tor
i0 coml]Ukrs worlins in paraltel
l" encrlTr 26r bloc(s of dda is
nroE the a yerl b encrypr 230
biock of dala is moE rhai 93.000
yeasi &d roocB l2i'3 blooisof
.lata is 6oE lna I oD yeas t7l.wrlile havine a dah
requiEm.m of2r:3 biocks of dara
lbr a successful at&I misht td
vhaed s sumcieir in p;crcal
reds, the pmpos€d alsornnm ajDs
to provide a much Crealer level of
se.u r. The cooourny s a
whole fiU d€cide *hich levet of
securily a .ipberj in panicule atr
AEs cmdidate shorld salisln.
Shoutd this be iss rha a da;
EquiEmo! of 2'1r6 blocls of datarho. iheeb, nroriding on
rhprovemenr in p€rfomance?

Figure 4 shows drc srructure of
the iepoved atgorithm. which in
fact is a Feislet nelwork, Ii co.sisls
of splittiDg lie plainrext inro two
128-bils halves, Feistl cipher is a
sp..ial cl6s of ilerared 6lock
ciphss, where the ciphencrL h
calculated from the plainlexl by
rcpeaGd apllicalion of the @e
lr&saomario. or rcud fundion
The romd tunctio. h apptied ro

Fig. 3 Th. Kw cenenliotr

3. Tn. Improyed Atgorithn
Inlroved SeAeDt stConihm

\6 inrenrcnolly desisned lo be
e\trenely situpl€, ro invite
analysG sheddi.g lighl on drc
r(uiry ptuvJed by e\rens\e 6e
ol d,ra-dependenr rcrarions ro
neel lhe Equiremenrs of the AES.
a bloc( ciphel usr hMdte 256,bit
inpuroutpul blocks. white SetueDr
n e excepriomlly fasl biock
cipher, ex&nding it ro acl on 256,
bil blocks in rtre nost natuEI
maJmr uould resulr rn uen! M,o
128-bn su,kins .erisre6 The
slecified lsgel trchitectuE &d
Iaquages for AIS do nol yet
suppon l23-bi o!ft1ions in &
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one half Eing a subkey and the
outpul of I nhction is XORed
wnh ihe odrer hali The i{o halves
e lh{ supped Each round
iolo{t lne sMe parem c\ccpi ror
rhe l,! rouod *heE rhft is .o
sMptin3. A nic€ fealure of a

lehtel cilher h lnai encryprion
and decr}?tion &e strncturallt
idenical, L\roueh rhe subk ys ued
dunng encrtption al each round
and are Iake. in Fvene order

FiA- .t lhe Strudnr€ of rnqrrovcd S..renr Alsoriilrm

3.1 Emrt prion ,nd Decyption
The desisn of rhe pNposed

aleorftno began with a
consideEtion ol Sel?ent es a
polenlial ctudidate for e AES
submission. Modincations &ie
d!e. made ro n€.r rhe AFS

rcquicnents, to ;ncEase securityj
and ro iDpDve peilommce.
lct lP rprcsent hitiat Perhutltion
md L/R LcIrRigln shini.B, rhe
Enc4ltion algornhn is used lo
enciypt the plainrexl P lsnrs secrel
ke! ( lo lroduce Ciphedext C ..d
car be desoibed as loll.ws:
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The d.cr,ltion poccss is th(
sme 4 the encrrldon process
exc@t that rhe turd keys &(
alDlied in ievese order and u$
l])e inrerse of lin@ resfomatio,

l]1e decrylrio! alsoithh ir
descdbed belo\y, wbich h ued l.
decryp rhc Cipheae{t C usint
sec.ele ley K o prcdu(e rU

m. I-fuction h, of i28-bit,
a'd uen to ipplr rhe SeDftr
algorrhn to rhe ten h.'tf ol Lhe
proposd alsorioh. Thh lrmsfoi_
mtion aFF€trs to nreet our
secuily eoals whjie rakin!
advankCe of prc\iuf Selpeni
algoriiho har is er,Iic,.nrh
impleneded on bost mod.;
ProessoB. Figle 5 itlusratcs rlrl-fudio. of Serlent alaorirbh
which Epesens lhe lefl hatf of thc
improled Seryenr algoithm,

In s€rye alcor u Oefore

pemrkrion rnd .omsponding
rrnal lermur,iion pdhll. did Ixed
table ffi used. They have no eftect
oI the anacks but ihe fixed rabte
h,Ics rhe enc4tEd atsorrhm
hJrder o erplJin and lhet do oot

Figure 5 Thr F,function

In Lhe rmproled algonrhm te!
deFndenr 

'ninal 
pemuhrion is

apPlied as ! rcresible hiring
tuncton (which n noe
cootlicated rev.rsible mixinE
tu.dion) bciore r tuncdon It G
ued ro overcohe a Feisrel
stn'ctule weakness rhat e&l roud
trssrbmarion arwa)\ kerp! one
haLf of rhe block LotrLarr so rhd
tne P-funcdon voutd furtber
coblue th. e.rry lalues inro rhe
Feislel nexrork d ensu'c a
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conplele avalancle efllcr after lhe

Thc P.luncrioo h Equned to
])rovide the necessry diffxsion
ed conrusion lo th. inpur btock,
suob tnat addirivc diEe@nces will
be destioy€d 6 rhe key is chmsed.

This could prcride a lrorccrio!
againsl linea and differental
crypt alysis. ligure 6 illustrales
the P'tuncdon whicn has 256-bii
inpul ,1 dd 216 A and 256-bn

h adoprs 'bye traspo-snion"
and 4-bn subtey ((P,/ i.?i, ro

xr - l-, | 4 ra rir rq ,.xi5E
Br-(a rrr\rrla 36bq.

control dda rolatioDs. wheE

Lfl] KP) = lh .n..\.m,),
Aid ,(P, = (,,,,,,,..,r ),

rce 1/ and ,- @ 6-bir subkey

and nol L.qual to zero, r= 1.. ., 4.

D=P(.1,(4 rrc:)

, Righ bbiionl

Considoi.g &e btoct to 6e
nradc up of bJaes I !o 32, lhe*



Tne nespositio. stcp s.$rcs
thar rhe dill:erenr btes ofe&h row
do not inrmct wnh the
coneslo ine bre in other rows,

It is clea dEl in d1h proposal
each input word ar afects all
outpul words &d consequendy
each outpur sord is afecied by all
input sds. h. P tu..rion, rhe
pemulalioDs aE key dependent $
lhrt il could avoid lintinS
plainrexb ro inpui to the F-tunction
tud ciphedexls ro inpuL to the F-

4. Evtluation of the lDproved

T}e inlo\rd Serpenl
algonthh i.reases rhe se.GE ol
!r o.isiml seryent alsorilbm by
lsing block sia o1256-bits. Ifthe
Iensd of block is mll then rhe
a;Ltk on lhe alsorilhm sill be
easy. All possibilities lo ttre
inpornent algorithd of a dald
m 2?!' blocks, thereby providing
m inpiovdent in perfomance.
As descdbed bcfore, and elerins
to Ft6, ihe ibpoved serlent
aleornhm incEdes the s4uity b!

using the P-tuncrio!. where e&h
inrut word ar aiI€h all oupul
words dd ech outFut woid is
affected by all inpur words In, P-
lihcrion. lhe pennulalions de ke]
dependent so thai il couid avoid
linkjns plalnr.xrs ro inlul lo lne
ii61 F-funciion and ciphenexs to
inpul to the lat a-tunction

1he improled algoridm is
leninenl ro the lollowing t}?es of
atlack and lhis is duc 10 hmy

a) Diff.rendal cryptanalysis is
lagely thsElical. The
enoftous lime md dala
requiMena to mou! a
ditreEniial cryptel)lic atlack
pui almost berond the @ct of

b)ky-dcpende.r pemuldon
tunclion h used befoE rhe l-
tunclion such r,\!t the iDput bits
aE exchaged under the
conrrol ol slbkels. so thar lhe
addirive dilletnce will te
desloyed. as lhe bits arc
erchadged, ihh could provide
proteclion againsl linear and
diferential c.y?t&alysis

c) The lrevious Serpenl s-boxes
wee Nell dcsigned qith
iesPect to lined dd
diferential crypttuDlysis. So,
$e imprcvenenr algonthm
uses the sme s blxes ol rhe
pEvious seryent.lsonftm
The block size of 256-biE

vulneiable to rhe nolchins
ciphcrtqr ariact, because Ener
enc{llion of 2d 6locks, equal
ciphenexts @ be expNled and
inlomadon is leahed ab.ut
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plaintexl. So that. $e nnProred
serpeor algonthm with 256_bits

bloct sie is resisht 10 malching
ciDherlext .$rks &d hence ir h
r;uned for 2Lr3 cipheltext.

Hod Itnrl Rlcn4 10 rh. o!,la.he
efr*! 6: "r small chiig. in lhe k.y eivs

pt.
Alal@che cfleli is a ProPedY

lhot is used io neasue the $enelh
ol lhe algonlhm. lt h used lor
making sraristicol lest on fie
cipherlext Inat n Produced ilnr
encrlpting veiable Plaintexls
under &e conrol ol the key ol
l,a9th 256-bns Ptointal and X.!

KEY=000000000000000000000000000
0000000000000000000000000000000

PT-000000000000000000000ofi 00000

0000000000000000000000000000000

P1=444.144{{{1]!1444444,t4,t4{44r4

PT=r l00u00lr00rr0rr1r00lr00rr00l
r00r 100lla{)r00lr00r r00r l00ll00
PT=555555555555555J11555JrJ5555i

?T=0r010r0i0r0r0r0r01010r0r01010

P r=ffinififfffflilftnmln$mfEftT
tTfttitLEEfiiL",I[mn}trft lfl fl imf ftT
fmtfm

Tables 1 od 2 illustale dal Ihe

nun6tr of blochs th.l have

alalmohe cifecl gtaler $an 64
belore inprolcneft h 2 out of 6

od the aveEse ol alrlan.he effeol
is 61.t. after cing rhe iDlroved
Serpenl aleori.hd all the blocks
hive alaldche elTccl Ecaler l}lm

128 and $e ave8ge ol rhe

avaldche effecl is 132.6.

Let s consider d..olher examlle to

lest Alalanche elIed &al asFts

Key in hexadeimal fomi
Kq- 100000000000000000000

000000000000000000000
000000000000000000000

Pllinlcrt itr hqadecid.l rorn:
PT = 00000000000000000000000

PT =0000000000000000000m00

PT = 000000!0000000000000000

PT - 000000000000000000m000

PT = 00000000000000000000000

PT = 0000000000000{000000000

Pr - 00000000000000000000000

PT = 00000000000000m0000000

Pr= 000000000000000000000n0

Pr = 000000000000m000000000

II - 00 0000000000000 0000m0 0

Pr= 000000m000000000000000

PT = 000n00000000000000n0000

PT= 0000{000000000000000000

PT = 0000000000000{000000000

PT = 00000000000000000000000

PT = 00000n00000000000000000

PT = 00000000000000000000000

PT = 0000000000000000000000l

PT= 000000000000000000000e



PT = 00000000000000000000400

P] - 0000000000000000000 1000

Pr = 00000000000000000004,100

IT = 000000000000000000r00m

PT = 00000000000000000010000

Pl = 01000000000000000100000

PT = 00000n000m000000400000

rT = m000000000000001000000

PT= 000000000000000r,4000000

lisuFs ? ud 8 r@rescnr lne
avalache .iIect on &e ciplEnexr
{hen only one bir is chmged md
the SeQent alsodthm of lx-bn
block siz is pedomed belore
itoprolenent and 256-6ils blo.k
size aftq idprolen ni The
figuEs show lhat $e changes aE
54 10 76 bils out of 128 bns vhen
the algoritnm b€foE imporemmt

T.ble 1 . Avd, nch€ b€to re improvcDrtrt
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Tsble I ArolanLtc effc!k rfte mpro\emrnr
; H.idrr,nrr

.'riHqi.i..dln.-01!t-lcnl!MGrffi-,ii

cfr n&.r*5as:nrnrlnrfl drM-e-f $r;irniini

i'n+ji.ilitrmosur.a. gnr.r"rum*o"n*. I

.ai rn4{adunrs.{;hrfr iiiidzittiRr

.i'rsdi;-ds5-6;iiDeniii6M-(erniiisnr

i!rm00edmmNari{m0r0mortllrm*oiiiiiiiililMifi im-

!

cfr.d or rh. ciot.n.i wh.tr oilr onr bii n
sdpeir ,r!.rnhn 

"r r,B+ft b["k "," i

.fl rr ldiatr!0;itqnriiifi d-arr.diiiim

urd0mmumm0o0riill:niom,riiiiiai 0riiijiir jiin io0eainmn
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Figu. 3 Arrlan.t. .fied on

Nlean{hile, oner the nlprcvenent
the cherses ae 117 to 142 bitsout
ol 256 birs. The nurber of blocks
th nale alalanche efiect is largcr
thu 64 (shich is hall o, 128) after
perloming unintroled SeQenr
algori$m is !2 out of 32 blocks.
FroE the 1igue il n clee rhal ihe
.unber ol blocks llat have
avalmche efi.ct ldger than 128
($hich h half of 256) after
perfonning inrprcved SeQenr
ahornhh is l? our of 32 blocls
Nlor.oler, qe nole ti.r rhc aloage
of avaldthe effect bcfore md
dlie. inrrovemenl is 63 5 &d

Stnrmerric-tey block ciphe\ !E
! maily desiened for proliding
dau c.nfideniisliry, their
ve6atiliL! allo$s $en lo sne s
a main componenl in the
construclion of ns,

c4?tographic systems such as

lseudo redoi nunber generabrs.
nessaee aulhoticario! prc1ocols,
$ream ciphc$ and hash nhcdons
I8l.
Th'ee well-knoM rests [9] .m 6e
usd lo resr rhe proposed
algoithm, thesc tests aE
iiequency, serial and au&-
coftlalion. Thcsc tcsls have b€en
mad. on de cipher rert lhdt h
podued lon encrylting ol eighi
blocks of fie block mentioned in
Scciion 4l using Seryen!
algorithn before inprcvemenl and
atier inpnvem.nl xirh block size
128-bils md 256-bils. hble 4

In rhis rdtion 1he ti6e
requir@enls sre co pured lor th.
,eorllhn b.f66 !tui aner



Ens. &',r-hiorogy, vot 5, No.?4,2005

This comparison epresnls the
tjme for encrypLion d rleqpdon
usiry Seip.nt algonthm befoe lnd
aRer inprolemenr d shom i,

Tl. lollo*ing progmm pan
$lilter i. C, is used to coopule
the ljhe Equircd to enc4,?t tile
ennPle.rxt which conrains a
hessaEe of sFec ili c lorst]r

5nnPk.n. ,ab")):!iLL)
l Prhdr drcrr s. Dd oFr fit. )r

(

T!bte3. Sp.ed .orparjsons of S.rp.nt .lgo.ior on c Penrium II PC
b.fo.. ,nd aio. inDrcven.nt

r-i'a;;;;N-fs"4 0rr'6

'fahl€ 4. Randohno$ rsr of Scrueni atgorithh before rnd rfrerimpro!.nrnt
Ado C en = 

^{1o 
Corelalion Tcst

Bro!(.r. Nuhb4ofBlrs
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The propos€d aEonuld is &d
in a ldse veiety of amliarions
iacluding pmlection of tbe screcy
ol lo8in pa$wods, ejnail
messagcs, 6d rideo traM-
issions (such as pay-per-vie*
movie$ and slored dara nles.
TIE bloc( size tu be ircE6ed to
256 bits instead of I28 bits by
usinE roud function in a Fcistel
so.struclior rhis toakes rh.
exlau$ive key se{ch and $c
rMlchirg ciphrre atack ar
infeasible. lhe proposed algorlrhnr
also uses key detende.l tuncdotr
befoE ed after eEch ouJ imlead
of initid and ff@l pemutltion
which uses fixed trbles. This sivcs
the akoritno, ! protction against

1- lbe samc abontnm crnena for
encry?ion &d decryllion wjlh
some key schedules cm !e used.
2- Il is lded on sinple theory
principles dd simple a thhetic
op.Elions dd eay to nnplenent,
easy Io udersMd algorithm,
1- lL adopc key nependent
pemuration ard subslitution to
prcvide pbtecrion aganEt
ditleEndal md lincd crrpanalysG
so, the imDrovcd alsorilhh G

4- 11 uses the subtey to conuol
dala ldftrario. ed ddla

5-From dre Esuhs obLined ftoE
rhe avalecne efl*l dd lddon
res! aner neauing rhe srren$h of
rhe prcposed alsoril,tD wc c&
@nciude that ihe pioFosed
llBorithm cm be u*d tu i@rcse

6. FDm lhe lime Fquire-n€nl
secdon, w€ notico th,t although the

Tlre resul8 obtained illustralc
filr tnc ihproved algornhm ha,



inrroved alBoridm uss P-
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