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Abstract

The standards Image coding permitted the wide-ranging spread use for
applications of multimedia. Nowadays, digital documents might make
discrete over the World Wide Web to a many number of customers in a
cost efficient way. So the real need for more security and services to keep
the provision of digital multimedia work both profitable for the document
owner and reliable for the customer. Privacy and Authentication services
for multimedia data streaming are crucial in today data dissemination
through internet. This paper focuses on Image security and integrating
encryption with multimedia (Satellite Imagery) compression method.
However, Image encryption algorithms combining with JPEG encoding are
proposed. the approach for integrating encryption with image compression
system are proposed, Improved Color Plane Permutation. The proposed
method is improved by selective encryption, were a portion of the
coefficients from either the final results or intermediate steps of a
compression method are enciphered with a cryptographic cipher.

The securities of the proposed approach are analyzed Experimental
results and compared with the results that obtained from traditional
algorithm such as (Chaotic). The proposed system is more secure, of low
cost, supports direct bit-rate control and is more robust to transmission
errors. These properties make it suitable for multimedia applications with
real — time operation and image transmission over a network.
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1. Introduction
Nowadays, multimedia content (image, audio and video) presents

an huge importance giving the fact of the rapid growth of high
technologies. The rate of exchanges these types of information is growing
and the need to protect it is more and more essential. However increasing
Number of multimedia processing tools, Digital documents and providing
global access to the Internet has created an ideal form of distribution can
not be controlled from the [1].To protect data, various encryption schemes
has been proposed for image encryption, [2,3,4] however in these schemes
(total encryption schemes) all data has to be encrypted which will generally
take some time, complicated calculations and high memory occupation,
which makes these schemes hard to use in real time applications.
Total encryption schemes are not necessary when we talking about most
multimedia content.Given to the fact that the content is already voluminous
and not all the content represent a significant importance we choose to
encrypt only significant parts of the data and leave the rest to enhance time
encryption and reduce memory occupation and make the encryption
scheme
suitable in practical application given to the fact that selective crypto-
systems presents a simple architecture.

So the proposed method is providing method of image encryption. This
algorithm is mainly based on encrypting DCT coefficients so as not cause
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any changes in compression ratio. Therefore, the proposed method
combines encryption process with JPEG encoding that permute DCT
blocks.

2. DCT(Discrete Cosine Transform)
The standard JPEG calls for applying the DCT to data units (Blocks) of
8x8 pixels not to the entire image because of :
1.When Applying DCT on all image pixels (nxn) lead to produces better
compression with many arithmetic operations, therefore. Applying
DCT to all data units can be reduces the overall compression ratio but
Is faster.
2.Many experience displays that, in a continuous-tone image, correlations
between pixels are short range.
Evry pixel in an image has a value (color or gray) that’s close to those
of
its near neighbors, but has nothing to do with the values of far
neighbors
[5].

The DCT can be done by the following [10]:

i . io‘io COS[(ax-:ﬁl)fﬁ]cos(:(zy ;;)Jﬂ) ........... (l)
—o, .
where { j;;:,o, and 0<1 ,1<7. ... (2)

where Cy 1s C;, G;and P, are the values of 1mage component
ij=0,1,..7 ,xy=01,...7.

The JPEG decoder works by computing the inverse DCT ( IDCT ), using
the following equation (2.4):

liiCCG o (2x+Diz 05'(2y+1);:r‘
44353 16 ) L 16 )

.......... 3)

1
‘ ek f=0:
where C, =17 3
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3. Color plane permutation

Blocks position of DCT under the control has been confuse of the key.
So, the method of confusion founded by Space Filling Curve (SFC)
pseudo-random used in order to decrease the compression ratio changing.
Since the DCT coefficients are encoded depending of the previous adjacent
ones in JPEG, and SFC method can be keeping the correlation between
blocks in some extent.

Figure (2) show confusion method.

Pseudo-Random
SFC Scan »

A

Block of Original Image Block Map Confused

v

Confused Key

Figure (2) Color Plane Confusion Method

3.1Alternative Space Filling Curve Techniques

A space filling curve is a continuous map of a one-dimensional interval
into a two-dimensional area (plane-filling) or a three-dimensional volume.
There are different types of SFCs and each of them exhibits different
locality preserving properties (also called clustering properties). Figure (3)
shows several types of SFCs [6,7].
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Figure (3): Various Space-Filling Curves.
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Space Filling Curve (SFC) Algorithm

Input: Image matrix Iyxy

Output: Confused matrix

1. Divide I to a set of blocks b; = [by, by, ..., bn].

2. Generate position array POS[1...m] with random sequence without
repeated any number, where m is the number of blocks in image
and the block size (8x8) pixels.

3. Seti—1
While (i < m)

a. Get a block number i from I
bi = I(block POSJi])

b. Insert b; into new matrix I
I" (block i) = by

c.i=i+1

4. The proposed approach of Improved Color plane permutation

The proposed method based on the idea of decomposing the image into
8x8 blocks, these blocks are transformed from the spatial domain to
frequency domain by the DCT. Then, the DCT coefficients related to the
higher frequencies of the image block are encrypted using the Color Plane
Permutation..The general block diagram of the proposed method of
selective image encryption is shown in Figure 4, which combines
encryption process with DCT codec, and is composed of date ncoding,
parameter encryption and data decoding The general peopsed approach can

be showing below.
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Figure (4): The proposed Improved Color Plane Permutation based on DCT

Improved Color Plane Permutation Algorithm

Input: Image matrix Iyxy
Output: Encrypted Image
1. Read color image
Input the satallite Imagery (color image) (RGB)
2. Image De-Noising By wavelet
De-Noising and enhancement the input image using waveletwith
2-Levels
3. Convert Image Color Space
The satallite Imagery (color image) after complete de-noising process
and prepering transformed from RGB into a YUV color space.
4. Apply SFC Confusion
This approach is to effect a Block permutation by changing the position
of DCT blocks without changing the Block’s value.
5. Apply DCT
To perform DCT, it must first divide the image to a block (8 x 8
pixels),and then apply DCT equation on each block.
5. Apply IDCT

5. Quality Measures and Performance of Decrypted Image

In this stage PSNR,NAE,AD,NCC, Time measures are used to show
the quality of images as shown below.
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1) Peak Signal to Noise Ratio (PSNR)
The small value of Peak Signal to Noise Ratio (PSNR) means that image
Is poor quality. PSNR is defined as follow:

fﬁﬁaa==1oﬁqog[(£:_1}_]

AASE

2) Mean Absolute Error(MAE):

The average absolute error (MAE) value means more of the image
quality

is poor. MAE is defined as follows:

MAE= S 7, TR -SED e 6)

M, N: size of image

x (i, J): shows samples of original image.

y (i, j) shows samples of image enhancement.

i and j is the number of pixels in rows and columns trends.

3) Average Difference (AD)
It is defined as the average difference between the original and enhanced
images. AD is defined as follow:

AD = — M, TN [xG) —yGD] e (7)

4) Normalized Cross — Correlation (NK)
NK is defined as follow:
Tie, Tl [x(ii)—y(E.i)]

NK =
Tis, EiL,[xGD -y (]2

7. Results

After applying these encryption methods with it's steps on various
Images size 256 x 256 . The results of images (satellite image) are shown in
figure (5)-(7). Where, image (a) is original image, (b) encrypted image
Improved Color Plan Permutation (c) encrypted image using chaotic
algorithmand (d) is decrypted image. the encrypted images are understood.
Encrypted images of Improved Color Plan Permutation are compare withe
the encrypted images of traditional algorithm (chaotic) using some of
quality measurs showing in the table (3)-(5).
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(a)

() (d)
Figure(5): (a) original image ,(b) encrypted images of Color Plan
Permutation(c) encrypted images using chaotic algorithm and(d) decrypted
image

() (d)
Figure(6): (a) original image ,(b) encrypted images of Color Plan
Permutation(c) encrypted images using chaotic algorithm and(d) decrypted
image
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Figure(7): (a) original image ,(b) encrypted images of Improved Color Plan
Permutation(c) encrypted images using chaotic algorithm and(d) decrypted
image

Improved Color Plan Permutation
Image
PSNR MAE AD NK
Image 01 | 77.072 0.1008 0.0384 0.9803
Image 02 | 72 447 0.1536 0.0133 0.9589
Image 03 | 75370 0.1246 0.0111 0.9660

Table (3) Quality measurs of Improved Color Plan Permutation
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Table (4) Quality measurs of Chaotic algorithm

Chaotic algorithm
Image
PSNR NAE AD NK
Image 01 | 45368 0.1708 0.0445 0.9803
Image 02 | 52433 0.1456 0.0200 0.9589
Image 03 | 54.388 0.1518 0.0844 0.9660

8-1 Encryption Speed Test
Experiments on various satellite imagery (color images) show that the
proposed method encryption are of high speed. Here, taking various color
images for test, the times required for encryption are shown in Table (5)
These speeds mean that the encryption using proposed method is of low
cost and the scheme is of high speed. From the comparison it see that the
Improved Color Plan Permutation fast than the Chaotic algorithm as seen in table

below.

Table (5) show speed test

Speed Test (sec)
Image
Improved Color Plan Permutation Chaotic algorithm
Image 01 81.947 111.351
Image 02 77.672 121.658
Image 03 80.574 115.201
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Conclusions

Selective Image Encryption Using DCT with. Improved Color Plan
Permutation encryptions method has been presented in this paper. Color
Plan Permutation encryptions method can be used to strengthen the security
of cryptosystem. The original image is decrypted correctly with no noticed
degradation. Theoretical analyses and results show that, the proposed
method is of high security.
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