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ABSTRACT

The rapid developments that have occurred in data security and confidentiality
of information transmitted via the Internet has created the need to preserve the
audio information transmitted over the network from intruders who spy on
networks and Internet penetration. That led to the proposa of a new encryption
agorithm for the transfer of audio data in a rapid, strong, encrypted and
confidential way.

The audio data compression algorithm is integrated at the third level to transfer
the wave of bilateral and advanced encryption algorithm (AES) and fed so as to
obtain strong encryption algorithm.

The results obtained from proposed the agorithms are positive results. Any
malicious intruder cannot penetrate the network and open the encryption and see
the audio file. It is possible to return the origina data of the audio file without
losing any information by the recipient.

Key word: Audio File, Format File Wav, Compression Audio, Haar Wavel et
Transform, AES Algorithm.
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INTRODUCTION

his research is about a process which reduces the data rate or size of digital

audio signal. Storage audio file; type of file is sent ".wave" to the network.

Therefore to conserve the quality and quantity of files during the
transmission through the network audio file is compressed and encrypted before
sent to the network to prevent loss in audio data files. The Haar wavelet transform
(HWT) method isused in files compression at third level (32part) to reduce size of
audio file and the AES method is also used in cryptography audio (filewave). In
this way data of audio file are hidden during transmission of audio file while
unauthorized person can not understand the audio data.

The idea of audio compression involves encoding audio data to take up less
storage space and less bandwidth for transmission. To meet this goal different
methods for compression have been designed [1]. The lossless compression works
by removing the redundant information present in an audio signal. This would be
theideal compression technique as thereis no cost to using it other than the cost of
the compression and decompression process [1]. Lossless techniques are applied in
the last stages of Audio and Video coders to reduce the data rate even further. In
Lossy coding, the compressed data is not identical bit-for-bit to the original data
This method is also called Perceptive coding as it utilizes the fact that some
information is truly irrelevant in that the intended recipient will not be able to
perceive what it is missing. In most cases, information that is close to irrelevant is
aso made redundant, where the quality loss is small compared to the data savings

[2][3].

AUDIO CRYPTOGRAPHY

Audio cryptography is not about audio encryption or encryption in audio data
Instead, audio cryptography shares similar conception with visual cryptography. A
plain data is split into two or more shares. Each single share does not convey any
meaning, but when shares are combined together they will revea the origina plain
data[4].

Cipher algorithms deal with text data. Terms such "plaintext" and "ciphertext"
emerge from here. Asworld is moving to more modern techniques, modern cipher
algorithms deal with binary data. These binaries can represent everything in texts,
spreadsheets, images, multi-media, programs, etc [4]. At this point, an audio data
can be encrypted using any modern cipher.

ADVANCED ENCRYPTION STANDARD (AES)

This standard specifies the Rijndael agorithm, a symmetric clock cipher can
process data blocks of 128 bits, using cipher key with lengths of 128, 192, and 256
bits.

In AES, al operations are performed on 8-bit bytes. In particular, the arithmetic
operations of addition, multiplication, and division are performed over the finite
field GF (2%). AES operates on 8-bit bytes. Addition of two bytes is defined as the
bitwise XOR operation. Multiplication of two bytes is defined as multiplication in
thefinite fidd GF (2°), with the irreducible polynomia m(x) = x8 + x4 + x3 +x + 1.
The developers of Rijndael give as their motivation for selecting this one of the 30
possible irreducible polynomias of degree 8. Statein Figure (1, 2, 3-a, b) [5].
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Figure (1) AES Encryption and decryption [5].
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Figure (3-a, b) AES Data Structures[5].
The key that is provided asinput is expanded into an array of forty-four 32-bit
Words, w[i]. Four distinct words (128 bhits) serve as a round key for each
round, in Table (1) theseareindicated in Figure (1) [5].

Table (1) Round - Key length.

Eey
Mo. of Length
rounds {bytea)
10 16
1z 24
14 32

Four different stages are used, one of permutation and three of substitution:

* Substitute bytes: Uses an S-box to perform a byte-by-byte substitution of the
Block. The forward substitute byte transform, called Sub Bytes, isasimple
Table lookup [5].

SubBytes (): Transformation in the Cipher that processes the State using a
non-linear byte substitution table (S-Box) that operates on each of State
bytes independently. Statein Figure (4) [5] [6].

Figure (4) Sub Bytes Transfor mation [5].
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Sub Word(): Function used in the Key Expansion routine that takes a
four-byte input word and applies an S-Box to each of the four bytes to produce
an output word[5].

« Shift Rows: Function isthe Cipher that processes the state by cyclicaly
Shifting the last three rows of the State by different offsets state in Figure (5)
[51(6].

Figure (5) ShiftRows Transformation [5].

e Mix Columns. Transformation in the Cipher that takes al of the columns of
the State and mixes their data (independently of one other) to produce new
Columns state in figure (6) [5][6].
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Figure (6) Mix Column Transformation [5].

¢ AddRoundKey: Transformation in the Cipher and Inverse Cipher in which a
Round Key is added to the State using an XOR operation. The length of a Round
Key equalsthe size of the Statein Figure (7) [5][6].
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Figure (7) AddRoundKey Transformation [5].

173



ISR ANV IR e RS PASE IR (SN N 2O T o Modify the Partial Audio Cryptography
for Haar Wavelet Transform by Using AES
Algorithm

HAAR TRANSFORM AND FAST HAAR TRANSFORM

The Haar transform (HT) is one of the simplest and basic transforms from the
gpace domain to aloca frequency domain [1]. A HT decomposes each signal into
two components, one is called average (approximation) or trend and the other is
known as difference (detail) or fluctuation. Haar transform technique is widely
used these days in wavelet analysis. Fast Haar Transform is one of the agorithms
which can reduce the tedious work of calculations [2]. One of the earliest versions
of FHT isincluded in HT. FHT involves addition, subtraction and division by 2

[71(8].

THE STANDARD WAVE FILE

Besides the direct access to the audio data from the hardware it is aso useful to
be able to use recorded files, in fact this might not be necessary for real time
systems but at least for the development and testing it is an essential source [9].
WAV is ashort form for a Waveform audio format; it is a standard data format for
storing audio data. The WAV format is a variant of the RIFF bit stream format
method for storing data in “chunks’, it is the main format used in Windows
systems for raw audio. To use WAV filesit is necessary to read or write the WAV
file header [10].

The standard WAVE format used is created by the SOX program:
The Canonical WAVE fileformat in Table (2) [9].

Table (2) Wave File Format.

File Fied
Endian | offset Field name size The RIFF chunk
(byte) (byte) descriptor
Big 0 Chunk 1D 4 The”RIFF" chunk
little 4 Chunksize 4 descriptor
Big 8 Format 4 the format of
Big 12 concern hereis
Little 16 “WAVE “, which
Little 20 requires two sub-
Little 22 chunks:”fmt” and
Little 24 “data’
Little 28 SubChunk1ID 4 | The“fmt” sub-chunk
Little 32 SubChunk1size 4
Little 34 Audio Format 4 describes the format
Big 36 Num Channels 2 of the sound
Little 40 SampleRae 2 information in the
44 ByteRate 4 data sub-chunk
i BlockAlign 2
Little Bitspersample 2
SubChunk2ID 4 The “data sub-
SubChunk2size 4 chunk
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indicates the size of
the sound
information and
contains the raw
sound data

Data

Subchunk?2size

PROPOSED ALGORITHMS

This system uses two steps:

First Step: involves using the compression of original audio data and ignoring
header of audio file only ,using compression for audio data from file only for Haar
wavelet transform (HWT) in array (1-D) in level two (16 part) and leve three (32
part) determine bytesin (1-D), in this system using access to level three.

Second Step: involves using the encryption audio data for file in level three (32
part) and dividing (1-D) audio data into groups each group contains eight bytes.
After this step it works to merge two groups of sixteen bytesin audio datato create
size matrix of sixteen bytes which is in the same size of matrix of Advanced
Encryption Standard al gorithm shown in Figure (8).

LB BB B[IB]IBJIB|IB] |[IBJIBJIB[IBJIBJIB[IB]IB]

8bwte audio data 8bwte audio data

1B [1B[1BJtB[IBJIBIBJIB IBJIB|IB|IBJIB[IB JIB[IB |

16bwvte audio data

1bwte | 1bvte | lbvte | 1bvie
1bwte | 1bvte | 1bvte | 1bvte
1bwte | Ibvte | 1bvte | 1bvte
1bvte | 1bvte | 1bvte | 1bvte

1bvte | 1bvte | 1bvte | 1bvte
tbvte | Ibvte | 1bvte | 1bvte
tbvte | Ibvte | 1bvte | 1bvte
ibvte | 1bvte | 1bvte | 1bvte

AES algorithm Audio Data (group)
16bvte 16bvte

Figure (8) 1-D Audio Data and AES.

Apply aforementioned (AES) algorithm to all audio data groups, and repeat
work to complete audio data encryption.
Select key block cipher to perform encryption and decryption on 128 bits input
data and private key cipher which uses the same key in data encryption and data
encryption operator for 128 bits, 192 hits, and 256 hits key size.

In this research 128 bits use 4 words equal to 10 numbers of a round key
(Length of Key=32hits) in Table (3).
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Table (3) Key blocks round combination.

Flavour Key length | Block size | Number of
(Nk word) | (Nb words) | Round (Nr)
AES-128 4 4 10
AES-192 6 4 12
AES-256 8 4 14

The block diagram below explains the main idea of proposed a gorithm.

Audio data

|

Audio data compression using
HWT

!

Audio data compression level

three

' | | . I ! !

8 bvte 3 bvte 8 byte 3 bvte 8 bvte 3 bvte
16 bvte 16 bvte 16 bvte
b l !
Applv AES Applv AES Applv AES

Implementation of audio compression and wavelet transform
The audio data convert to one dimension in array of signal 8byte, and each
8byte division high array and low array. Merge the high and low array in one array
and take the positive number only to compression audio data and ignore negative
number such as in structure below.
Signal audio [61 24 50 70 67 94 77 59]
Array of signal = Length of 8 byte.
Array of high= Length of 9 byte.
Array of low= Length of 9 byte.
Low=[6185 74 120 137 161 171 136 59].
High=[-61 37 -26 -20 3-27 17 18 59].
High &Low =[85 120 161 136 37 -20 -27 18].
High=[37 -20-27 18].
Low=[85 120 161 136].
Final array [37 20 27 18 85 120 161 136]. (All valueis positive)
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Apply EAS encryption in system
Proposed Algorithm
The agorithm system work compression audio data and encryption audio data.

Process:
Input: Audio compression, key (AES agorithm).
Output: Cipher Audio.

Sepl: Initial
A = Load Audio data.

B = Compressed Audio datain sixteen parts (LL2).
C = Compressed Audio datain thirty-two parts (LL3).
D = Audio encryption.

Sep2: Encryption Process PlainBlock: (level three C)
Sep3: Apply the key to the audio data A: (0to 9) & (A to Z).
Sepd: Add Row Key on the audio data.

Sep5: Sub Bytes on the audio data: Substitution.
Sep6: Shift Row on the audio data.

'Shift row 2
'shift row 3
'shift row 4
Sep7: Multiplication.

Sep8: Mixcolumns.

Sep9: Addround key.

Sepl0: Result (Put the result encrypted audio in D).

Using S-box length 16byte depended in Table S-box on index form reference [2].
Shift row

Implementation shift row in system length is 16 byte. It is transposition step
where each row of the state is shifted cyclically a certain number of steps. The first
row is unchanged. The second row is shifted one byte to the left. The third row is
shifted two byte to the left. And the fourth row is shifted three byte to the left, such
as structure below.

Before shift row after shift row
29 22873 203 28 228 | 75 203
i R B 210 | 161 | 61 | 13
229196 47 184 247 184 | 229 [ 96
123 238 103 23 53 193 SET 103

Multiplication
Implementation multiplication in system: C= Length 16 byte, X= Length 4 byte,
Y= Length 4 byte
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Caray X array Y array
213111
29 162
11231 @ 219 171
11| 213 247 24
25 57
31112

Mix Columns: A mix column is length 16 byte. It is a mixing operation which
operates on the columns of the state, combining the fourth bytesin each column.
The matrix after shift row multiplication(C array) is standard XOR (x array) done
using in which the new column (Y array) is XOR product of the old column (x
array) first column after shift row and a constant matrix, such as structure below.

] 25 | T3 203 2 !
ERE T ] L3 ER R
¥l i ST - 2
i 1?2 e
LR B

62| 228 T3 205
M R ChE

2 Lg1 4 B
125 235 0

-

29

213

=47

1K

Key expansion: the key expansion length 176, key length 176.
Each array of key from 0 to 43.

Key schedule at 0 to 15. [139 139 139 139 139 139 139 139 139 139

139 139 139 139].
The key expansion function takes 16 byteslong and utilizes the round constant
matrix rcon and substitution table SBox to generate a 176 byte schedule using

Encryption and decryption processes.

Key expansion

13% 139 139 139
139 139 139 139
13% 139 139 139
139 139 139 139
I3% 130 130 130
13e 139 139 139
I3% 130 130 130
13e 139 139 139
130 139 139 139
13e 139 139 139
I3% 130 130 130
13e 139 139 139
130 130 13e 13w
13% 139 139 139
130 130 13e 13w
13% 139 139 139
139 139 139 139
13% 139 139 139
130 130 13e 13w
13% 139 139 139
139 139 139 139
8¥13% | 130 139 139
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Decryption in System
Proposed Algorithm
The agorithm system work decryption audio data and decompression
audio data.

Process:
Input: Audio Decompression, key inverse (AES agorithm).
Output: Audio Decryption.

Sepl: Initial
A = Load Audio data Encryption.

B = Decompressed Audio datain sixteen parts (LL2).
C = Decompressed Audio datain thirty-two parts (LL3).
D = Audio Decryption.

Sep2: Apply the Inverse key to the audio data A: (0to 9) &
(A to 2).

Sep3: Inverse Add Row Key on the audio data.
Sep4d: Inverse Sub Bytes on the audio data: Substitution.
Sep5: Inverse Shift Row on the audio data.
Sep6: Inverse Multiplication.

Sep7: Inverse Mixcolumns.

Sep8: Inverse Addround key.

Sep9: reconstraction (Audio).

Sepl0: Decryption Process PlainBlock: (level three C)
Sepll: Result (Put the result decrypted audio in D).

TEST THE RESULTS
In this section three example tests are executed involving the cryptography
audio, shown in the table (4) below.

Table (4) Test of Result.

File Name Audio Type | Frequency Value View Size
HZ daB Type

Origina 10185 HZ -96dB Linear 1024

Compression | 13783 HZ -99dB Linear 1024

Call.wav Encryption | 16771 HZ -100dB Linear 1024

Decryption 10185 HZ -96dB Linear 1024

Origina 9370 HZ -90dB Linear 1024

Compression | 17450 HZ -98dB Linear 1024

Chimeswav | Encryption | 20166 HZ -100dB Linear 1024

Decryption 9370 HZ -90dB Linear 1024

Origind 2716 HZ -87dB Linear 1024

Compression | 15074 HZ -90dB Linear 1024

Cyclewav Encryption 23222 HZ -99dB Linear 1024

Decryption 2716 HZ -87dB Linear 1024
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CONCLUSIONS

In this search AES agorithms are used for efficient encryption of audio data
without header usage after compression audio data in wavelet transform method in
LL2 and LL3, reducing the data transmitted across the network. This algorithm
give can high frequency in compression and encryption of audio data but on the
decryption of audio datathe frequency is the same frequency in origina audio data
that is low (before compression and encryption) and without loss in the audio data
during transmission across the network or the internet.

In this search using inverse AES algorithms are used for efficient decryption of
audio data without header usage also. And decompression audio datafrom LL3 and
LL2 in wavelet transform method without 1oss any information in audio files.

This state indicates the system is very efficient because it is capable of keeping
to audio data without loss of any information, athough the header of audio is
hidden during transmission.
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ISR ANV IR e RS PASE IR (SN N 2O T o Modify the Partial Audio Cryptography
for Haar Wavelet Transform by Using AES

Algorithm
Appendex (2)
Implementation program system
Operation Mode Enter the Basic Key
@ wavelet/ Encryption AWWWWIWWWWWWWWWW
) Decryption / Wavelet Reconstruction
16
Enter key 16 characters encryption audio
WAV Comp Encr EJ
ok Encryption Process Finished
Operation Mode Enter the Basic Key
© wavelet/ Encryption NWWWWWWIWWWWWWWW
(%) Decryption / Wavelet Reconstruction [GnAhead l [ Exit l
16

Enter the same key 16 characters decryption audio

WAV Comp Encr @

ok Decryption Process finished
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