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Abstract:
The internet is a basic source of information for many specialities and uses.
Such information includes sensitive data whose retrieval has been one of the basic
functions of the internet. In order to protect the information from falling into the
hands of an intruder, a VPN has been established. Through VPN, data privacy and
security can be provided. Two main technologies of VPN are to be discussed; IPSec
and Open VPN. The complexity of IPSec makes the OpenVPN the best due to the
latter’s portability and flexibility to use in many operating systems. In the LAN, VPN
can be implemented through Open VPN to establish a double privacy layer(privacy
inside privacy). The specific subnet will be used in this paper. The key and certificate
will be generated by the server. An authentication and key exchange will be based on
standard protocol SSL/TLS. Various operating systems from open source and
windows will be used. Each operating system uses a different hardware specification.
Tools such as tcpdump and jperf will be used to verify and measure the connectivity
and performance. OpenVPN in the LAN is based on the type of operating system,
portability and straightforward implementation. The bandwidth which is captured in
this experiment is influenced by the operating system rather than the memory and
capacity of the hard disk. Relationship and interoperability between each peer and
server will be discussed. At the same time privacy for the user in the LAN can be
introduced with a minimum specification.
Key words: VPN Technology, OpenVPN, IPSec, Interoperability, Bandwidth,
Tcpdump, Jperf.

Introduction:
Internets have been growing and
becoming a highway of information.
This can give the opportunity to others
to retrieve any data which is sensitive
through the highway. Information can
be retrieved easily with the right tools
and
methods.
Sometimes
our

colleagues can use a shoulder surfing
[1] to get the information about the
password which can retrieve the
information. With that, it is time to
think how to provide privacy and
security the information.
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Virtual Private Network (VPN)
offers the method to prevent the
sniffing, by providing privacy and
security of data. It can also be defined
as an electronic link which supports
privacy and security to the data in the
virtual tunnel. There are various types
of VPN technology such are internet
Protocol Security (IPSec), L2TP,
PPTP, and SSL/TLS.
L2TP is using IPSec whereas PPTP
has not been effectively secured. In
Open System interconnection (OSI)
IPSec falls under the network layer [2].
VPN based on SSL/TLS technology as
an example operates above the
transport layer.

validation, verification and bandwidth
will be captured by using specific
tools.

Methodology:
Skills in network and operating
systems will help to reduce the
troubleshooting occurring when the
OpenVPN connection is established.
The establishment of the testbed will
involve the routing and the firewall.
The UDP port and routing have to be
established previously in the server.
Different operating systems have
different styles. Because the command
to open a specific port is temporary,
routing and firewall configuration will
need to recreate again after booting.
This can cause a problem when the
connection cannot be established. The
cause of error cannot be predicted. A
start-up script has to be developed to
capture both commands for the
OpenVPN purposes. In a windows
operating system, OpenVPN has to
activate as a system administrator, if
not, no changes will not be permitted
in the configuration file. A lot of
problems appeared because of lack of
understanding routing and firewall. If
the IP is using DHCP, that can also
cause a problem because the
OpenVPN remote server address is
changing. The changing of IP will
make the connection fail because it
cannot find the remote server to
validate and authenticate the key. It is
wise to change the IP to static IP for
the server. Tcpdump [4] and ping will
be used to debug the connection. The
measurement of bandwidth will be
captured through Jperf [5].
This
bandwidth
will
provide
the
performance and relationship to
various operating systems.

Fig. 1. Open Layer Interconnection
In order to establish a VPN in
existing infrastructure, a virtual tunnel
needed to be set-upped. The
complexity during setup can cause a
drawback in VPN. Other items which
can influence the VPN network are
operating system, interoperability,
algorithm and physical devices used.
A lightweight VPN
which is
OpenVPN has been proposed to reduce
the
complexity
of
setup,
documentation, portability, flexibility
and scalability of IPsec. Local Area
Network (LAN) which consists of a
specific subnet will be designed to
support client to server model for
OpenVPN. This will also introduce a
trusted domain [3] and double layer
privacy.
The
performance
and
interoperability
between
various
operating
systems
and
related
bandwitdhs will be examined. The

I. RELATED WORK
A. IPSec
IPSec consists of various protocol
which are:
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B. OpenVPN
OpenVPN creates a virtual interface to
the kernel and that will avoid
dependency on it [13]. That interface
operates in a used space that is easy to
maintain and install. When the OSI
level increases the security level
decreases. It can be ported to various
operating systems that are not involved
in the kernel level. The portability,
scalability and flexibility which are
offered by OpenVPN have made it
suitable to implement in Local Area
Network (LAN), by creating a virtual
interface to the kernel as shown in
Figure 2 for opensource and window
respectively. The external IP is
transparent [14]. The External IP is the
weakness of OpenVPN. Other user
can know the IP which has been used
by OpenVPN
through scanning.
Internet connection can influence the
performance of OpenVPN [15].
Latency will be higher if the traffic has
to go through various components in
the network [16,17]. The window
virtual interface is called tap as shown
in Figure 3.

Internet Security association an
key
management
protocol
(ISAKMPD) [6]
Internet key Exchange (IKE) [7]
for key exchange
Diffie-Hellman for deriving key
material [8]
Encryption and authentication
algorithm

A protocol complexity, which
bundles IPSec and network setup, has
caused a high processing time for
encryption and decryption. Two
different networks are established, they
are: 10.1.10.0 and 10.1.9.0 as shown in
Figure 2. IPSec increased compared to
normal TCP/IP connection. IKE is the
main part which contributes to the
overhead processing when using an
automatic keying [9].

Fig. 2 VPN + IPSec Testbed [10]
This testbed racoon [11] is used to
support IKE for the automatic keying.
Both external and internal IP will be
involved in tunnelling. A complex
tunnelling causes a high processing
time. The internal IP cannot be seen by
other users or parties because the
security level is high. The throughput
value for IPSec is the lowest in fedora
6 compared to window server 2003 and
window vista. But for overall, the
VPN throughput initiation is higher in
Linux [12].
The key can be configured manually
or dynamically. Although IPSec
supports a static key, it is impossible to
implement in large network. With an
automatic key exchange, the possibility
of the key to be sniffed is decreased.

Fig. 3. Tap Interface in Window
In opensource it is usually decribed as
shown in Figure 4.

Fig. 4. Virtual Interface in Open
Source
In opensource the kernel interface is
called tun0. A virtual machine can be
used
to
create
an
identical
configuration; it can also increase the
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processing overhead. Strong hardware
and memory are suggested for the
physical machine to support the virtual
machine. With an identical machine it
easy to detect the similartity of two
technologies.
Various
operating
systems respond to tunnel and their
reaction to the server will be noted.
OpenVPN can be further used for any
comparison example algorithm that
has
multiple
protocols
inside.
OpenVPN on fedora 6 has produced a
throughput which is higher than
window server 2003 based on TCP
throughput [18].
C. Key Management
Generating and distributing the key
will be automatic when using a key
management. The gap between
OpenVPN and IPSec is that IPSec has
a key management which is called
IKE. In OpenVPN, the key will be
generated, distributed and configured
manually. Once the authentication is
successful, a key exchange will happen
based on the SSL/TLS protocol.
During rekeying, overlapping between
the old and new key usage is permitted.
With this technique, latency will be
avoided during renegotiation [19].

generated and named as server. key
and server.crt. Generating certificates
for the client will be named as
client.crt and client. key. This
experiment will be done on the specific
subnet as shown in Figure 5. Two
clients with different operating systems
will communicate with the server
through switch or hub.

Ubuntu

Centos

Window

Fig. 5. Client Server
The machines have different
specifications of hardware as shown in
Table 1. The different specifications
can also help to distinguish whether
different hardwares can influence the
bandwidth that has been captured.

Experimental:
The experiment is based on a clientserver model which consist of Centos
6.4, Ubuntu 12.04 and windows vista
as an operating system. The machine is
not using the same specification as
shown in Table 1. Notice that the
memory in windows vista is higher
compared
to
other
machines.
OpenVPN will be installed in each
server and client. During the building
of certificate and key by using
OPENSSL command a certificate
authority name ca.crt and ca.key will
be generated. This key is only needed
by the server for authentication and
signing-in. Other keys such as the
certification key and server key will be

Specification

Server

Operating
System
Memory
Processing
Hard disk

Ubuntu
12.04
1GB
32-bit
10GB
OpenVPN
2.2.1

Software

Tcpdump
4.2.1

Client

Client1

Centos 6.4

Window Vista

1GB
32-bit
80GB
OpenVPN2.2.1

4GB
32-bit
70GB
OpenVPN GUI
v1.0.3
Wireshark
1.8.6/Wireshark
1.6.7

Tcpdump
3.9.4

Table 1. Hardware and Operating
System Specification
Once the installation of the
OPENVPN is completed, a daemon
will be started by using this command
as shown below:
/etc/init.d/openvpn start

Fig. 6. Daemon to Start OpenVPN
Firewall will be open on port 1194
UDP and routing will be declared in
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server. In the server a command, as
shown in Figure 7, will run to open the
port and routing for the client to
connect:

If the connection happens in one way,
then the routing or firewall has not
been configured and opened yet.
The client server model will be
designed to capture the bandwidth. The
data are collected for 10 seconds.
Table 3 show the bandwidth of
window vista decrease. Data transfer
shows that windows vista bandwidth
decrease is based on the time taken.
The maximum data transfer is 7952
Kbytes with a maximum bandwidth
65143 Kbits/sec but the overall data
transfer is 39520 Kbytes.
Table 3. Bandwidth for Windows
Vista

# iptables -I INPUT -p udp -m udp --dport 1194 -j
ACCEPT
#route add –net 10.1.25.0 netmask 255.255.255.0
gw 10.1.25.128

Fig. 7. Firewall and Routing
Once the server has fully completed,
then both client such as Centos 6.4 and
windows will be activated. Command
line for centos 6.4 can be described as
shown in figure 8.
/etc/init.d/openvpn start

Fig. 8. Daemon to Start OpenVPN
The debugging tool will monitor the
connection and the results will be
analysed. The performance received
will help to evaluate the relationship
between OpenVPN and the operating
system. This experiment uses different
specifications with a minimum
memory, 1GB, whereas the maximum
memory is 4GB.
The bandwidth
result will help to determine whether
the memory has a low impact on the
bandwidth compared to the type of the
operating system. The type of the
operating system is the main criterion
which influences the performance of
the bandwidth in the LAN.

Item

Interval

Transfer

1

0.0- 1.0 sec

7864 Kbytes

2

1.0- 2.0 sec

7952 Kbytes

3

2.0- 3.0 sec

3488 Kbytes

4

3.0- 4.0 sec

3176 Kbytes

5

4.0- 5.0 sec

3176 Kbytes

6

5.0- 6.0 sec

3176 Kbytes

7

6.0- 7.0 sec

2088 Kbytes

8

7.0- 8.0 sec

3232 Kbytes

9

8.0- 9.0 sec

3184 Kbytes

10

9.0- 10.0 sec

2176 Kbytes

11

0.0- 10.0 sec

39520 Kbytes

Bandwidth
64422
Kbits/sec
65143
Kbits/sec
28574
Kbits/sec
26018
Kbits/sec
26018
Kbits/sec
26018
Kbits/sec
17105
Kbits/sec
26477
Kbits/sec
26083
Kbits/sec
17826
Kbits/sec
32326
Kbits/sec

The data will be dropped when time
is increased as shown in Figure 9. The
graph shows that the bandwidth
becomes fluctuated. At the end, the
value is dropped into 17826 Kbit/sec.

EVALUATION
The connection between client and
server will be successful once it
communicates and vice versa as shown
in Table 2.
Table 2. A Successful Connection
Time

Source

Destination

Prot
ocol

Len
gth

20:19
:47

sha.mimos.local
.openvpn

dhcp-10-125123.a.local.
54089

UDP

53

20:19
:57

dhcp-10-1-25123.mimos.loca
l.54089

sha.a.local.o
penvpn

UDP

Fig. 9. Bandwidth for Windows
Vista

53
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OpenVPN initiation bandwidth is
higher compared to windows vista as
shown in Table 4. The processing of
data in open source is higher and the
maximum data transfer is 11.9Mbytes.

repeated with centos as shown in Table
5. The results show that bandwidth is
always higher when centos is used as a
media to transfer the data. This shows
whether or not the specification of the
hardware is higher such as memory or
hard disk, it is not a key indicator of
the performance of bandwidth and data
transfer.

Table 4. Bandwidth for Windows
Centos 6.4
Item
1
2
3
4
5
6
7
8
9
10
11

Interval
0.0- 1.0 sec
1.0- 2.0 sec
2.0- 3.0 sec
3.0- 4.0 sec
4.0- 5.0 sec
5.0- 6.0 sec
6.0- 7.0 sec
7.0- 8.0 sec
8.0- 9.0 sec
9.0- 10.0 sec
0.0- 10.0 sec

Transfer
11.9MBytes
11.2 MBytes
11.2 MBytes
11.2 MBytes
11.1 MBytes
11.2 MBytes
11.1 Mbytes
11.1 Mbytes
11.2Mbytes
11.2 Mbytes
113 Mbytes

Bandwidth
99.6 Mbits/sec
94.4 Mbits/sec
94.4 Mbits/sec
94.4 Mbits/sec
93.3 Mbits/sec
93.3 Mbits/sec
93.3 Mbits/sec
94.4 Mbits/sec
94.4 Mbits/sec
94.4 Mbits/sec
94.7 Mbits/sec

Table 5. Overall data at server with
windows been captured first
Item

Operating
System

1

Window

2

Centos

Interval

Transfer

Bandwidth

0.0- 10.1
sec
1.0- 10.0
sec

38.6
MBytes
90.0
MBytes

32.4
Mbits/sec
75.2
Mbits/sec

It shows that the value for the
bandwidth in open source is higher
than a windows operating system. As
been mentioned previously operating
systems have an impact on the VPN
operation. Experience and familiarity
with each operating system can
contribute to establish a successful
testbed. The authentication and
verification,
which
have
been
implemented in VPN, will make sure
whether only a key or certificate,
which has been generated from the
server, can successfully be connected.

The encryption and decryption
process will involve CPU and depend
on the hardware specification to
process the data. The performance of
encryption and decryption will not be
evaluated in this experiment.
The higher bandwidth shows the
flexibility offered by Open VPN on the
open source. This is because it does not
interfere with the kernel level.

Conclusion:
The complexity of installation and
configuration is reduced because
OpenVPN is involved at a user space.
It is portable to other operating
systems. Various operating systems in
OpenVPN testbed are compatible and
support interoperability between each
other. Each user can have his own
tunnel to communicate with others.
With an easy installation and
maintenance of OpenVPN, a double
layer privacy can be achieved but it
depends on the user and the
organization need. A flexibility, user
need, expertise, organization business
and location need to be decided before
choosing IPSec or OpenVPN.

Fig. 10. Bandwidth for Centos 6.4
When time increases, the value of
bandwidth is reduced between 0-10
seconds. The bandwidths become
fluctuate until the interval time
between 8-10 second becomes stable.
In order to verify the overall
bandwidth, a value will be captured in
the server. First, the bandwidth will
generate from windows then it will be
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Although the memory is higher in
window vista yet the bandwidth is still
low compared to centos 6.4. The
specification of the hardware is not a
key point of the performance when
compared to the operating system. It is
how the operating system reacts to the
OpenVPN. Centos operating system is
reliable, with fewer defects and
suitable to any application. In the
future, it can be expanded to compare
speed of encryption and decryption of
data based on the operating system.
Another area that can be improved
involves the distribution of key in a
dynamic way which is not supported
by the OpenVPN. It has been
distributed manually to other peers.
This is the area that can be improved.
This experiment has shown that a
double layer privacy can be established
in the LAN with a hardware with
minimum specification.
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تأثير نظام التشغيل على حزمة البيانات بأستخدام تكنولوجيا ()Open VPN
حسام علي عبدالمحسن*

سامر سامي حسن*

شريفة ستيبا**

* جايؼت بغذاد ,كهٍت انؼهٕو ,لسى انذاسباث
**انجايؼت انٕطٍُت انًانٍضٌت ,كهٍت انؼهٕو ٔ حكُٕنٕجٍا انًؼهٕياث ,لسى حكُٕأجٍا انًؼهٕياث ٔ االداسة ,يخخبش
حكُٕأجٍا االحصاالث ٔ انشبكاث
الخالصة :
أٌ االَخشَج ْٕ يصذس سئٍسً نهًؼهٕياث الخخصاصاث ٔ اسخخذاياث ػذٌذة ٔيُز ٔجٕدِ حخضًٍ ْزِ
انبٍاَاث يؼهٕياث دساست ٔ بزنك اصبخ اسخشجاع انبٍاَاث يٍ انٕظائف االساسٍت نالَخشَج .نساليت ْزِ انبٍاَاث
ٔ ضًاٌ ػذو ٔصٕل انًخطفهٍٍ انٍٓا حى اسخذذاد يا ٌسًى بال ) .(VPNيٍ خالل ْزا ال )ًٌ (VPNكٍ صٌادة
خصٕصٍت ٔ ايٍُت ْزِ انبٍاَاث .حٕجذ طشٌمخاٌ نخكُٕنٕجٍا ال ) (VPNسٕف ٌخى حٕضٍذٓا ٔ ًْ (ٔ )IPSec
( .)OpenVPNانخؼمٍذ انزي حخًخغ بّ طشٌمت ( )IPSecجؼم اسخخذاو طشٌمت ( ًْ )OpenVPNاالفضم ,دٍذ
ٌخًخغ انزاًَ بخاصٍت االَخمال ٔ انًشَٔت فً اسخخذايٓا ػهى ػذة إَاع يٍ اَظًت انخشغٍم .فً دانت انؼًم ػهى
شبكت دٕاسٍب يٍ َٕع ًٌ ,LANكٍ حطبٍك حكُٕأجٍا ال  VPNيٍ خالل اسخخذاو ( )OpenVPNالسخذذاد
يسخٌٕاٌ يٍ انخصٕصٍت .شبكت رإٌَت يذذدة سٕف ٌخى اسخخذايٓا فً ْزا انبذذ .انًفخاح ٔ ػًهٍت انخضكٍت
سٕف حخى يٍ خالل انخادو .ػًهٍت انخأكذ يٍ انٌٕٓت ٔ اسخبذال انًفخاح سٕف حخى يٍ خالل اسخخذاو طشق يؼخًذة ٔ
ًْ  . SSL/TLSسٕف ٌخى اسخخذاو ػذة إَاع يٍ اَظًت انخشغٍم يُٓا انٌُٕذٔص ٔ اَظًت انخشغٍم رٔ انًصذس
انًفخٕح .حى اسخخذاو ػذة إَاع يٍ انذاسباث انخً حخخهف فًٍا بٍُٓا بانًٕاصفاث ٔ حى اسخخذاو ػذة إَاع يٍ
اَظًت انخشغٍم ػهى ْزِ انذاسباث .اداحاٌ سٕف ٌخى اسخخذايٓا نفذص االحصال ٔ االداء ٔ ًْ ((ٔ )tcpdump
 OpenVPN .)jperfانًٕجٕد فً انشبكت انًسخخذيت سٕف ٌؼخًذ ػهى َظاو انخشغٍم ٔ خاصٍت االَخمال ٔ انخُفٍز
انًباشش .دضيت انبٍ اَاث انًؼخًذة يٍ ْزِ انخجشبت حخأرش بُظاو انخشغٍم بؼٍذا ػٍ سؼت انزاكشة انزإٌَت ٔ انشئٍسٍت.
انؼاللت ٔ انفؼانٍت بٍٍ اي داسبت ٔ انخادو سٕف ٌخى يُالشخٓا ٔ فً َفس انٕلج انخصٕصٍت نكم يسخخذو فً
انشبكت انًسخخذيت ًٌكٍ ػشضٓا يٍ خالل حؼشٌف بسٍظ.
الكلمات المفتاحية :حكُٕنٕجٍا انشبكت انخاصت انظاْشٌت ,انشبكت انخاصت انظاْشٌت انًفخٕدت ,انخشغٍم انبًٍُ,
ػشض انُطاق انخشددي ,بشَايج انخً سً بً ديب ,بشَايج انجً بٍشف.
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