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Abstract:
This paper focuses on the design new intelligent system to prevent the e-learning from attack. electronic
learning (e-learning) systems are becoming widely used tools for distance education/training and
enhancement of regular in-person programs, of the importance of e-learning and the role of effective senior
he had shown during the past few years needed to protect it from penetration and unauthorized access. We
designed a defense system increases the defensive power of the educational site to protect it from any
attacks and this increases the reliability of education and pay it forward. Using Artificial neural networks,
which is one of the areas of artificial intelligence, design a system that has much to distinguish between this
is a right to access to information or not depending on the properties is challenging and can be of these
properties are similar for each person characteristics that are different from each other. Thus we have
obtained an education system that drives the scientific enterprise secretary and the result of this artificial
system with excellent is a penetration rate of non-existent.
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Introduction
The Information Technology world is now
witnessing the development of large and fast in all
fields and most of the areas that have received this
development are the e-learning. The education system
is one of the elements of life of modern societies, and
the role of this system is not to fetch and display
information and sources for students, but also how to
display this information and evaluation. E-learning is a
new education concept by using the Internet
technology, it deliveries the digital content, provides a
learner-orient environment for the teachers and
students. The e-learning promotes the construction of
life-long learning opinions and learning society [1].
After the place filled in the field of Information
Technology has become e-learning of important areas
and this needed to protect and deter anyone who tries
to penetrate or subvert the educational, so we designed
an intelligent system able to detect any malicious and
the same time preventing it from achieving the goals
only. For artificial intelligence applications in many
important areas of life, including today was used in the

protection or development of e-learning through
maintain it and prevent unauthorized access, which in
turn
will
be
influential
on
Performance. One of the applications of AI is neural
networks terms of which will be building an intelligent
system has the ability to detect the unauthorized access
by the process as well random access after the training
of the network and after the training will be tested. The
term neural network was traditionally used to refer to a
network or circuit of biological neurons [2]. The
modern usage of the term often refers to artificial neural
networks, which are composed of artificial neurons or
nodes.

THE CONCEPT OF E-LEARNING
E-learning is a way of teaching by using the
communication mechanisms of modern computer and
networks, and multimedia of sound and picture,
graphics, and search mechanisms, and electronic
libraries, as well as Internet portals, whether remotely
or in the classroom is important intention is to use the
technology of all kinds in the delivery of information to
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the learner the most direct Time and less effort and
greater utility. Security in E-Learning for many
universities has become assets critical to production. It
is thus imperative to evaluate all of the generic
requirements
confidentiality,
integrity,
and
availability) during a process of risk assessment [3].

The first step in such a process is to
understand security as including all factors
enabling technology. Only when systems
work reliably will users trust them and use
them [4].
LTRETURE REVIEWS
The field of E-learning plays an important part in our
life so many papers and researches are published to
solve the E-learning problems. Some of these papers
are explained below:
Jianming Yong demonstrated a new mechanism to
implement security modeling for e-learning. Under
this new security modeling, e-learning systems can be
better implemented by all stakeholders. A security
modeling for e learning system illustrates the
relationships among e learning stakeholders. This is
still earlier stage to apply separated security attributes
to overall e-learning system [5].
Edgar Weippl, et al. Presented New services on the
Internet can be swiftly integrated into existing
applications; students can create MashUps, for
instance, using a variety of services on the Internet.
The main risk comes from the fact that students and
teachers are not entirely aware that their institution
does not control these services. The servers are located
in a variety of countries, thus privacy laws also differ
[6].
Roberto G´omez C´ardenas et al. described the design
of a security mechanisms in e learning systems must
be standard based, flexible and interoperable, to ensure
that they work with others’ systems. They must also
work in multi-tier architectures with one or more
middle tiers such as web servers and application
servers [7].
Sigrid Schubert et al. focuses on this interdisciplinary
field and investigates e-learning from perspectives of
both disciplines to develop a security concept that
provides a sufficient level of security without
negatively influencing the learning process [8].
E. Kritzinger et al. focuses on e-learning and how
important it is to ensure that proper Information
Security measures are put in place to ensure that all
information within the e-learning environment is
properly protected [9].

ARTIFIAL INTELLEGENT
Artificial Intelligence (AI) is the area of computer
science focusing on creating machines that can engage
on behaviors that humans consider intelligent [10].
Applications of the AI important and enter into all

areas of life and have an important and effective role
was used in this research to improve E learning.
A. Neural Network
Neural networks have many applications; Feed
forward neural network consists of one or more layers.
The processing elements belonging to the neighboring
layers are connected by sets of synaptic weights [2].
Single layer nets based on linear model functions have
very limited classification and approximation
capabilities [11]. For that, to enhance the classification
of the attack and approximation capabilities, multilayer
networks (together with the back-propagation training
method after than test) are usually adopted. In linear
systems, there is no real benefit to cascading multiple
layers of linear networks, since the equivalent weight
matrix of the total system is simply the product of
weight matrices of different layers [2].
THE PROPOSED TO IMPROVE THE E-EARNING
A. MOTIVATION.
Motivation of this study is that there are many obstacles
that stand in front of the application or the success of elearning, and these obstacles: the development of
standards, methodology, privacy and confidentiality,
the filtering of digital, the response of the students with
the new style and interaction with, the need to train
learners how to education using the Internet, awareness
of community members in this type of education and
not to stand the negative of it, finally can say that it
should be re- drafting of laws and regulations to
preserve the rights of copyright, in order to protect
these rights from infringement, as well as applied in elearning.
B. PROSAL DESCRIPTION.
We will impose that every user of e-learning site has a
user name and password number, will be the password
for the user (the student) to code this code will be dealt
with by our proposed Intelligent. Will describe the user
name and password, and then you will learn how to be a
legal distinction between the user and the user's illegal,
and this will shield the system from intruders or
hackers:
USER CARD:
This card will contain the user ID and password and
within the password there will be codes and these codes
are:
A: Represents or indicates the First Stage.
B: Represents or indicates the second Stage.
C: Represents or indicates the Third Stage.
D: Represents or indicates the Fourth Stage.
Example of positioning within the symbols password:
ID

Ahmed

Pass
Word

8768B96
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By looking at the password for the card user or student
know that this is in the second Stage.
1.
INTELLIGENT SYSTEM PROPOSED
Is an intelligent system proposed for the protection
of the education systems and to reduce the
penetration and tampering with sites and through the
Character in the student card, This system is the
process of classification of users ,only through the
character in above the card, namely through the
analysis of the code (of letters) and based on this
character will determine the home system, for
example, the card's previous will enable the user to
enter only the decision of the second stage, after
getting your password and user name that is, until
after obtaining the card can not absurd to Active or
to enter any of the decisions, and that we have
reduced the process of tampering and unauthorized
access and we were able to protect the educational
site may possible and the following figure (1)
illustrates the work of the proposed system:
Here is enter your username and password
After entering the user will expect that all
the windows are open to him but in fact are
only one window in case you do not know
the window fully responded to the curse of
service!!!!!!!!

B

C

D

First
Stage

Second
Stage

Third
Stage

Fourth
Stage

Pass
Word

Jolan
********

Educational

ID: Jolan
Password: 2450C55

site

If you do not choose the third stage, the
system will be closed and the service must
be fully!!!!!

First
Stage

Second
Stage

Hidden

Hidden

Third
Stage

Third
Stage

Fourth
Stage

Hidden

Educational
site

Hidden
Layer

A

ID

Intelligent system

We will take the following example to explain the
work of the proposed system and as shown in the
following (2):

Intelligent
system

For information, enter the card number and stored in the
system and the card number will be closing any number
in the case refused to admit him again and give you a
letter asking you to review the site.
RESULT
After training neural networks and get on the outcome
of training is 100% the next step is to test the system by
making some test on the cards the students and see if
the result is 98% and this result we have obtained on the
immune system defense through even if the student has
the card, the tastiest gets their cases will not be able to
enter any educational system, but only on the course. In
the event that the inside does not know the system and
clicking on any other decision, the system will be
closed completely and that we have got the immune
system believes in the institution.

CONCLUSIONS
After training neural networks and testing it is clear to
us that we have received your immune system strong
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fortifies educational sites from intruders and the
system is as follows consists of a card which number
the user and password, and after this can the student
access to the decisions of its own just about any part of
the stage and this improves the performance of site, as
well as after this there is important to note too that in
the case of theft or lost card, the person's home on the
site if you did not enter the Special Rapporteur by the
service would remove him completely and that even if
the card is lost, the location could not enter him again
until the review of management of the site direct.
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:اﻟﺧﻼﺻﺔ
اﻟﺗﻌﻠم اﻹﻟﻛﺗروﻧﻲ (اﻟﺗﻌﻠـﯾم اﻹﻟﻛﺗروﻧـﻲ )ﻧظـم أﺻـﺑﺣت. ﺗرﻛز ﻫذﻩ اﻟورﻗﺔ ﻋﻠﻰ ﻧظﺎم اﻟﺗﺻﻣﯾم اﻟذﻛﻲ اﻟﺟدﯾد ﻟﻣﻧﻊ اﻟﺗﻌﻠم اﻹﻟﻛﺗروﻧﻲ ﻣن اﻟﻬﺟوم
 ﻷﻫﻣﯾـﺔ اﻟﺗﻌﻠـﯾم اﻹﻟﻛﺗروﻧـﻲ ودور ﻛﺑـﺎر،اﻟﺗـدرﯾب وﺗﻌزﯾـز اﻟﻌﺎدﯾـﺔ ﻓـﻲ ﺷـﺧص ﺑراﻣﺟﻬـﺎ/ اﻷدوات اﻟﻣﺳﺗﺧدﻣﺔ ﻋﻠﻰ ﻧطﺎق واﺳﻊ ﻟﻠﺗﻌﻠﯾم ﻋن ﺑﻌـد
ﻗﻣﻧـﺎ ﺑﺗﺻـﻣﯾم ﻧظـﺎم دﻓـﺎﻋﻲ. اﻟﻔﻌﺎل اﻟذي ﻗد أظﻬرت ﺧﻼل اﻟﺳﻧوات اﻟﻘﻠﯾﻠﺔ اﻟﻣﺎﺿﯾﺔ ﻟﺣﺎﺟﺔ ﺣﻣﺎﯾﺗﻬﺎ ﻣـن اﻻﺧﺗـراق واﻟوﺻـول ﻏﯾـر اﻟﻣﺻـرح ﺑـﻪ
ﺑﺎﺳــﺗﺧدام اﻟﺷــﺑﻛﺎت.  وﻫــذا ﯾزﯾــد ﻣــن ﻣوﺛوﻗﯾــﺔ اﻟﺗﻌﻠــﯾم ودﻓﻌﻬــﺎ إﻟــﻰ اﻷﻣــﺎم،ﯾزﯾــد ﻣــن اﻟﻘــوة اﻟدﻓﺎﻋﯾــﺔ ﻟﻠﻣوﻗــﻊ اﻟﺗﻌﻠﯾﻣﯾــﺔ ﻟﺣﻣﺎﯾﺗﻬــﺎ ﻣــن أي ﻫﺟﻣــﺎت
 وﺗﺻــﻣﯾم ﻧظــﺎم ﺗﻣﻠــك ﻛﺛﯾـ ار ﻣــن اﻟﺗﻣﯾﯾــز ﺑــﯾن ﻫــذا ﻫــو اﻟﺣــق ﻓــﻲ، واﻟﺗــﻲ ﻫــﻲ واﺣــدة ﻣــن ﻣﺟــﺎﻻت اﻟــذﻛﺎء اﻻﺻــطﻧﺎﻋﻲ،اﻟﻌﺻــﺑﯾﺔ اﻻﺻــطﻧﺎﻋﯾﺔ
اﻟﺣﺻــول ﻋﻠــﻰ اﻟﻣﻌﻠوﻣــﺎت أم ﻻ اﻋﺗﻣــﺎدا ﻋﻠــﻰ اﻟﺧﺻــﺎﺋص ﻫــﻲ ﺻــﻌﺑﺔ وﯾﻣﻛــن أن ﯾﻛــون ﻣــن ﻫــذﻩ اﻟﺧﺻــﺎﺋص ﻫــﻲ ﻣﻣﺎﺛﻠــﺔ ﻟﻛــل ﺧﺻــﺎﺋص
وﺑﺎﻟﺗــﺎﻟﻲ ﻟﻘــد ﺣﺻــﻠﻧﺎ ﻋﻠــﻰ ﻧظــﺎم اﻟﺗﻌﻠــﯾم اﻟــذي ﯾــدﻓﻊ وزﯾــر اﻟﻣﺷــﺎرﯾﻊ اﻟﻌﻠﻣﯾــﺔ وﻧﺗﯾﺟــﺔ ﻟﻬــذا اﻟﻧظــﺎم. اﻟﺷــﺧص اﻟﺗــﻲ ﺗﺧﺗﻠــف ﻋــن ﺑﻌﺿــﻬﺎ اﻟــﺑﻌض
.اﻻﺻطﻧﺎﻋﻲ ﻣﻊ ﻣﻣﺗﺎزة ﻫو ﻣﻌدل ﺗﻐﻠﻐل ﻏﯾر ﻣوﺟودة

